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the principle of lawfulness requires that the processing be based on a legitimate ground, such as consent.
PopEye guarantees there is an appropriate legal basis for any personal data processing operation.
Consent is the main legal basis; and volunteer research participants will have the right to withdraw
consent to any processing operation. For volunteer research participants, who do not wish to provide
consent, identity verification will be performed via the existing, traditional way (passport-check).
Moreover, data controllers may choose other legal grounds for the personal data processing (e.g., the
contract-basis for the processing of non-biometric data of staff members); albeit, for the processing of
special categories of personal data, the exemptions of article 9 of the GDPR (especially ‘explicit consent’,
under GDFR, article 9, para 2, lit a, and the research exception, under GDPR, article 9, para 2, lit J, in
conjunction with article 89) should apply.

the principle of fairness demands effective reaction or processing in a rather ethical way and the principle
of transparency requires full disclosure of relevant information before, during and after the processing
operation.** PopEye guarantees that all volunteer research participants are given meaningful information
in a comprehensive language on all aspects of the Project, including its scope, goals of processing or other
procedures (e.g., specific information on how to effectively raise concerns/claims). Furthermore, PopEye
ensures that no volunteer research participant is exposed to or bear the consequences of a risk that is
greater than that which was initially presented (e.g., by the pilot leaders or technical experts).

the principle of purpose limitation demands that data be ‘collected for specified, explicit and legitimate
purposes and not further processed in a manner that is incompatible with those purposes’.** PopEye will
take all technical and organisational measures to limit the purposes pursued (in case of initial collection)
or provide for effective safeguards (in relation to further processing), such as implementation of good
encryption schemes to achieve PopEye’s research objectives stated in the Project’s Grant Agreement (GA).
the principle of data minimisation demands that data be ‘adequate, relevant and limited to what is /
necessary in relation to the purposes for which they are processed”.”® PopEye will periodically review data
held and delete any data that are not strictly necessary to the goals pursued. Notably, PopEye will
distinguish between personal data required for administrative purposes and personal data necessary to
address research questions.

under the accuracy principle data must be accurate and, where necessary, kept up to date (‘every
reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay’).** PopEye will take necessary
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actions to ensure accuracy of data held; in case of inaccurate/incomplete personal information, PopEye

will guarantee that volunteer research participants are offered the opportunity to rectify their data or have
them complete.
the storage limitation (or the ‘delete’) principle requires that data be kept in a form which permits

identification *for no longer than is necessary for the purposes for which the personal data are processed’

(‘personal data may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the appropriate technical and organisational
measures’).”* PopEye will determine concrete retention periods, in particular relation to the duration of
each phase (development, deployment or post-deployment). Even where the above research exemption
applies, PopEye will implement all appropriate technical and organisational measures to safeguard the
rights and freedoms of volunteer research participants; and, in any event, no data will be kept for longer

the principle of data security (or ‘integrity and confidentiality’) refers to the processing in a way that
guarantees appropriate security (e.g., protection against unauthorised or unlawful processing), using

necessary technical/organisational measures.*® PopEye will implement such measures to enhance

security.

$O®




. 6()\’09“

"o

CYBER & DATA
SECURITY LAB

LLN / tpoocmmkd ocoopéva

Moreover, the GDPR and the LED demand that data controllers must fulfil their obligations (e.g., the duty to
inform the data subject,” explain the rationale behind complex processing operations'® or abstain from
specific automated processing tasks that can have a significant impact on the data subject);*® and that data
subjects enjoy specificrights (e.g., the right to be informed or ask for deletion of data).*® In this regard, PopEye
partners need pay special attention to the following rights:

- The right to be informed (GDPR, articles 13 and 14) on any type of personal data processing
operation (e.g., collection or further use of personal data). PopEye will inform volunteer research
participants on all aspects of the data processing operations that may occur, including the way in
which personal data may be used.

- The right to access personal data and supplementary/additional information (GDPR, article
15). This must include: the provision of copies of information stored in an appropriate (structured,
commonly used and machine-readable) format; and the transferring of personal data to another
data controller (where permitted by law). PopEye must timely respond to volunteer research
participants’ requests. Access requests can be sent via emailing the Project’s Data Protection
Officer (DPO) or contacting the Project’s website.

- The right to have rectified inaccurate personal data or completed if they are incomplete
(GDPR, article 16). Where the volunteer research participant believes that her/his personal
information, undergoing processing, is incorrect or incomplete, she/he will have the right to
communicate PopEye by contacting the Project’s website and have her/his information rectified or
completed.

- The right to erasure (GDPR, article 17). At any point in time, volunteer research participants will
have the right to request, through the Project’s platform or website, the deletion of their data; and
these data must be deleted without unreasonable delay.

“GDPR, art 5 para 1 lite.

*GDPR, art 5 para 1 lit f.

" GDPR, arts 12-14; LED, arts 13-15. During the PopEye project, the GDPR primarily applies to the anticipated research activities.
**GDPR, arts 13, para 2, lit f; 14, para 2, lit g.

* GDPR, art 22; LED, art 11.

# GDPR, arts 12ff; LED, arts 12ff.
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. d. - The right to restrict processing (GDPR, article 18). At any point in time, volunteer research
. 6\)\’09 participants will be given the opportunity to restrict the processing of their data (e.g., stop data S
“’7‘3 collection or further processing). Volunteer research participants will be enabled to send their SO
restriction-request through the Project’s platform or website.

- Therightto data portability (GDPR, article 20). Volunteer research participants will be granted the
opportunity to receive their data in an appropriate (structured, commonly used and machine-
readable) format, as well as to transfer these data to another entity. This includes the opportunity
to obtain and reuse such data for purposes defined by the volunteer research participant across
various services.

- Theright to object to the processing (GDPR, article 21). Given that consent serves as the primary
lawful basis for the processing of personal data, volunteer research participants will be offered the
chance to object to that processing, as well as to withdraw consent at any point in time.

- The rights related to automated decision-making and profiling (GDPR, article 22). Volunteer
research participants will enjoy the right to object to such automated decision-making and
profiling and be enabled to effectively exercise this right (e.g., by communicating through the
Project’s platform or website).

- The right to withdraw consent at any time (GDFR, article 7, para 3). Volunteer research
participants will be given the chance to withdraw consent and have their information erased at any
point in time (e.g., by making a request through the Project’s platform or website).

- Theright to complain to the relevant Supervisory Authority (SA) (GDPR, article 77). In all cases,
volunteer research participants will have the right to submit a complaint before the competent
Data Protection Authority (DPA). It is added that relevant (contact) information of competent SAs
will be provided on the Project’s website.

as additional information on concrete personal data processing operations (e.g., collection or management).
This privacy policy will make specific reference to the processing of sensitive data (special categories of
personal data). It will, moreover, be drafted in a comprehensive manner (e.g., plain language), ensuring that

all stakeholders can easily understand and familiarise themselves with its content.
CYBER & DATA
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Article 35
Data protection impact assessment

1. Where a type of processing in particular using new technologies, and taking into account the nature, scope, context and purposes of
the processing, is likely to result in a high risk to the rights and freedoms of natural persons, the controller shall, prior to the processing,
carry out an assessment of the impact of the envisaged processing operations on the protection of personal data. A single assessment
may address a set of similar processing operations that present similar high risks.

2. The controller shall seek the advice of the data protection officer, where designated, when carrying out a data protection impact
assessment.

3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in the case of:

(a) a systematic and extensive evaluation of personal aspects relating to natural persons which is based on automated processing,
including profiling, and on which decisions are based that produce legal effects concerning the natural person or similarly
significantly affect the natural person:

(b) processing on a large scale of special categories of data referred to in Article 9(1), or of personal data relating to criminal
convictions and offences referred to in Article 10: or

(c) asystematic monitoring of a publicly accessible area on a large scale.

4. The supervisory authority shall establish and make public a list of the kind of processing operations which are subject to the
requirement for a data protection impact assessment pursuant to paragraph 1. The supervisory authority shall communicate those lists to
the Board referred to in Article 68.

5.  The supervisory authority may also establish and make public a list of the kind of processing operations for which no data
protection impact assessment is required. The supervisory authority shall communicate those lists to the Board.

6. Prior to the adoption of the lists referred to in paragraphs 4 and 5, the competent supervisory authority shall apply the consistency
mechanism referred to in Article 63 where such lists involve processing activities which are related to the offering of goods or services
to data subjects or to the monitoring of their behaviour in several Member States, or may substantially affect the free movement of
personal data within the Union.

7. The assessment shall contain at least:
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7. The assessment shall contain at least:

(a) a systematic description of the envisaged processing operations and the purposes of the processing, including, where applicable,

the legitimate interest pursued by the controller;

(b) an assessment of the necessity and proportionality of the processing operations in relation to the purposes:

(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1: and

(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of
personal data and to demonstrate compliance with this Regulation taking into account the rights and legitimate interests of data

subjects and other persons concerned.

8. Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or processors shall be taken into
due account in assessing the impact of the processing operations performed by such controllers or processors, in particular for the
purposes of a data protection impact assessment.

9. Where appropriate, the controller shall seek the views of data subjects or their representatives on the intended processing, without
prejudice to the protection of commercial or public interests or the security of processing operations.

10. Where processing pursuant to point (¢) or (e) of Article 6(1) has a legal basis in Union law or in the law of the Member State to
which the controller is subject, that law regulates the specific processing operation or set of operations in question, and a data protection
impact assessment has already been carried out as part of a general impact assessment in the context of the adoption of that legal basis,
paragraphs 1 to 7 shall not apply unless Member States deem it to be necessary to carry out such an assessment prior to processing
activities.

11. Where necessary, the controller shall carry out a review to assess if processing is performed in accordance with the data protection
impact assessment at least when there is a change of the risk represented by processing operations.
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ApBpo 35
Extipnon evTikTOmov 67eTIKA IE TV TPOCTUGLY S880UEvEV

1. Ortav éva sidoc ensepyaoiag, 16im¢ Le ¥PNGT VEOV TEYVOLOYIOV KOl CUVEKTILOVTOS T1) @UOT, TO TE6I0 sQUPLOYTS, TO TACIoo Kal
TOVC OKOTOUE TN ENsEEPYaciag, sVOEYETAL VA ETOEPEL DYNAO KIVOLVO Y10 To. OIKCIOUATE KAl TIS sAsVOEpIEs TOV PUGIKAOV TPOCATOV, O
vrevbuvvoc enelepyaciog olevepyel, TPV amd TNV eneiepyucio, EKTIUNGT] TOV EMUTTOCEMV TOV GYEOOlOLEVOV TpaismV enelepyoaciog
OTNV TPOCTUCIC. OSO0OUEVOY MPOCMTIKOD YOPUKTNPO. L& Mo sktiunon umopsi vo efetdaleton éva obvolo mapduolmv mpdiswmv
EMEEEPYUTIOG OL OTTOISC EVENOLV TEPOUOLOVS LYNAOLS KIVOHVOULL,

2. O vrevbovog emeiepyoociog el ™ yvaun Tov LRELOVVOL TPOCTUCING 0S0OUEVEY, SQOCOV £YEl OPIOTEl, KUTG TN OlEVEPYELD
EKTIUNONS OVTIKTOIOD GYETIKG [IE TNV TPOCTUCIH OS00UEVEOV.

3. H avoagpepdusvn oty Topdypaeo | SKTIUNGT) aVIIKTOIOL CYSTIKG LE TV TPOCTUGic 6S60UEVMY OMULITSITAL 16iMS aTNV TepiTTmaN:

d)  CLOTNUOTIKNAG KOl SKTEVOLS aSloAdYNONG TPOCHTIKGV TTLXOV OYETIKA LE QULOIKA 7Tpdéomna, 1 onolo Poacilestol os
autopatomonuévy snsiepyaaio, TepialBavopévie TS KOTAPTIGHS Tpo@ii, kal oty onoio Paciloviol anopdosic mov tapdyovy
EVVOLLO OOTEAEC AT CYETIKA [IE TO OLOLKO TpdamTo 1 opoing snnpedlovy oNUAVTIKG TO ELOIKO TPOCOTO,

B) peyding khipokag snsfepyaciag TmV SIOIKGOV KATYOpLdV 0s0opévav Tov avoeépovial ato apbpo 9 napdypapog 1 1 dsdopévev
TPOCMIIKOD YOPAKTHPC TOV GEOPODY TOWIKEC KATUOIKES Kol adIKAIAT Tov avapépovtal oto dpbpo 10 1

Y)  GLOTNUOTIKNG Tapakoiovdnong onuocing tpocfdoipov yopov os peydin kKhipoka.
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7. H sktiunom nspléysl tovAdyiotov:

o)  CLGTNUOTIKN TEPLYpuET] Tov Tpofisndusvev tpaismv snsiepyouaias Kol ToV oKoT@v TS stetspyaciac, tepiiaufavopsvon, Katd

TEPITTMOT, TOL EVVOLOL GUULPEPOVTOC TOL EMIOLOKEL 0 LIsLBVVOC enssespyaaciog,

B)  ekTipnom g ovayKolOTNTOS KAl TS GVAAOYIKOTNTAS TOV Tpdismv ensiepyucios Ge CUVAPTNGT L& TOVS OKOTONC,

Y)  EKTIUNGT TV KIVOLVEOV YI0 TO OIKOIOUATO KAl TIS SASVOEPISS TV DTOKSILEVEOY TMV 0S00UEVEV TOL AVUPEPOVTHL TNV TUPEYPUQO

1 kot

0) ta mpoPhembueva HETPO GVIILETOMGNS TOV KIvOUvVoV, Teplhaufovolévev Tov syyuljeesmv, TV UETPOV KOl [}OEVIGUOV

acQaielns, MOTE va 00cQaiileTol 1 TPOCTUGIH TOV OSOOUEVOV TPOCMMIKOD ¥OPUKINPU KOl VO AT0OSIKVIETUL 1] CUHUOPEMGT)
TPOC TOV MUPOVIC KOVOVICUO, Aaufavoviog vy Ta SIKIOUATE KOl Ta EVVOLLN CUUEEPOVTE TMV DIOKSILEVOV TOV 0E00UEVOV
KOl GAL®V EVOIOQEPOUEVOV TTPOCAOTMV.

8. H ocvuuopemon pe eYKEKPILEVOLC KOOIKEG Os0vIOAOYiag mov avagépoviol oto dpfpo 40 amd tovg GyeTikoDg vreLBivoug
snefepyaoiag 1 eKtehovvieg TNV snefspyocic AouPdverol Gs0VTI®C LIAOYN KOTA TNV EKTIUNGT TOL OVTIKTOMOL Tav Tpdismv
snefepyaoiag mov ekTEAOUVTON amd TOLC &v AOY® vmevBivoug T ektehovvieg TNV ensfepyucia, 10{OC Y00 TOVS CKOMOVE EKTIUNGCTG
QVTIKTOMOL GYETIKG [E TNV TPOCTACIN OS00LEVOVY.

9. Omov evosikvotal, o vasvbovog ensiepyaciog (NTel ™ YvOUN TOV VTOKEWEVOY TGOV OE00LEVOV 1) TOV EKTPOCHTMY TOLS YI¢ 1)
oysowalopevn enefepyacia, e TNV emebAasn TNC TPOCTUCIOS EUTOPIKAOV T ONUOCIOV CUUQEPOVIOV 1] TNE AoQUAElNs TV Tpdisnv
smeiepyaoiag.

10. Ortav 1 snslepyacia ovvaust Tov dpbpov 6 mopdypoagog | otoyysio y) N &) &rsl voLuky Pdon oto oikato ¢ Evmong 1 oTo oikaio
TOL KpATOLS LEAOVLEC GTO Omoio LIOKELTAL 0 vashbvvog emsiepyociog, To sv A0Y®m Oikolo puOuilst TNV eKACTOTE CUYKSKPIUEVT] TPasn
snetepyaciog 1 ospd npdismv kal £xsl olevepyn sl 110N eKTIUNON CVIIKTOTOV GYETIKA LS TV TPOCTOCIN 0S00UEVEY MC LEPOC YEVIKTS
SKTIUMNONS OVTIKTOION OTO MAQITLO TG £YKPLONS NG 8V AOY® vouIKhS Pdong, ol mopdypagol 1 émc 7 osv soapuolovial, sKTOC €4V TO
KPATn LEAN Kpivouv amapaiThTn T 01EVEPYELL TNC &V AOY® SKTIUNGNS TPV Ao TIC 0paoTNPLOTTES snsiepyaaiog.

11. Omov amoutsitoal, o vrsvbuvos snelepyacioc wpoPaivel o smaveEEtoon Yo vo SKTIUNGSL av 1) stelepyacic TV 0S00UEVEV

TPOTOTIKOD  YOPOKTHPO OLEVEPYEITUL CUU@®VE HE TNV SKTIUNOT GVTIKTOTOL OTNV 7POoTacic O0SO00UEVEV TOLAGYLGTOV OTOV
pstaBdiietal o kivovvoc mov BEtouy o1 mpdsig ensiepyoaiag.
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ApBpo 27
Extipnon ematocemv Tov gooTijuateav TN vymioed Kivévvov ota Bepsiimén dikaiopata
I.  TIIpw amd v avantvsn cvotiuotog TN vyniold Kivodvov mov avagépstal oto dpbpo 6 mopdypagog 2, pe v slaipson
cvotnuatov TN vymiod kiwvovvov mov tpoopilovial yia ¥pnoe1 GTov TopEd mov ava@épstol oto mapaptnua IIT enusio 2, ot gopeig
‘ B EQUPLOYNS OV Elval OpyaVIGHOL ONILOGIOV OIKAIOD 1] 10IOTIKES OVIOTITES MOV TUPEYOLV ONUOGIEC VANPECIES Kal Ol QOpEeis suployng
“ cvotnuatov TN vymiod Kivovvov mov avaeépovial oto mopdptiua III onueio 5 otouysia P) kol y) Oevepyoldv ekTipnon TOV
EMATOCEMV TOV PIopei va £l ota BsleAldOn OlKUOUATO 1 ¥P1oT] Tov cvoTiuatos. o tov okomd autdv, oL Qopeis sQuployng
OLEVEPYODV EKTIUNGY] 7oL TepthopPdvet:
o)  TEPLYPUOT] TOV OLUOIKUTIOV TOL QOpPEL EQUPLOYNS OTIC omoisc To cuaTna TN vynAod Kivouvou Ba ypnoiiomolsital COLP@VA LU
TOV EMIOIOKOUEVO GKOTO TOV”
B)  meprypae] TOL ¥POVIKODL OCTHUATOS EVIOS TOL OMOIOV Kol TS GLYVOTNTAS UE TNV omoio mpoopiletal va ypnoiuomombei kdabs
cvotmue TN vyniov Kivovvon:

Y)  TIC KATNYOPIEC PLOIKAOV TPOCOTMV KOl OUAomV Tov sival mBava vo EnNpsacstodV Ao 1) YPT)oT TOL GTO GUYKEKPIUEVO TAAIGLO”

0)  TOLS CLYKEKPLUEVOLS Kivouvous PAAPNS mov sivan mbavd va emnpedcouy TIS KATYOPIES PLCIKDY TPOCAOTMV 1] OUAOMV TPOCHTMV
mov pocotlopilovial OLVALEL TOV GTOLEIOL ¥) TN TAPOLCUS TAPAYPAEoL, AauBavopéveay VIOYT TOV TANPOEOPLOV TOL OIVEL
0 MApPOYo¢ GLVALLEL TOL dpBpov 13-

£)  MEPLYPOQT NG EQUPLOTIS TOV HETPp@V avlpdOTIVNG enonTEing, COLEMVA e TIC 001YiES YpHoNS

GT) TO UETPO OV TPEMEL Vo AQUPAVOVTOL GE TEPIMTMGCT] ENELEVGTC TV EV AOYM KIVOLV®YV, cupmepiiapfovolévay tav pubuicemy yia
TNV ECMTEPLKT] OLOKLPEPVIGT) KOl TOVS UINYUVICLOUS DITOPOANS KOTaYYEAMV.
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