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ABOUT US

Identity and travel documents are increasingly being counterfeited or
tampered with, leading to a rise in transnational crime such as human
trafficking or terrorism.

Additionally, solely relying on identity and travel verification at the
border is inefficient as it creates hassle for both travellers and border
authorities with strenuous queues and inefficient resources distribution.
Currently, border crossing is far from seamless for all parties involved
and calls for innovation for a more frictionless, secure and efficient
border crossing experience.

There is thus a need for trustworthy technologies to provide both
reliable and efficient frictionless identification and secure identity and
travel document verification. Learn how the SafeTravellers solutions G REo

CYBER & DATA address the issue below.
SECURITY LAB

L Pyl R
%VER%\@




C

LLN / tpoocmmkd ocoopéva

.G@NQ“

J\BY

25 popeye-project.eu/project/about/

p@pEVE HOME PROJECT PARTNERS RESULTS NEWS

ABOUT

The identification and verification of passengers travelling in and out of the European Union constitutes a key process to ensure the safety and security of all citizens. However, recent

challenges related to migration and asylum have led to increased border controls and processing times. Not only are longer waiting times a source of frustration for travellers and Border

Authorities alike, but they also carry significant economic implications: increased costs, reduced competitiveness for businesses, disruption of supply chains, and decreased revenues for

tourism and other sectors.
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robust Privacy-preserving biOmetric technologies for Passengers’
identification and verification at EU external borders maximising the
accuracy, reliability and throughput of the rEcognition

Type of action: Research and Innovation Action

Work programme topic addressed: CL3-2023-BM-01-03: Beyond the state-of-the-art “biometrics on the
move” for border checks.

Deliverable 3.2

Legal, Ethical, Privacy and Societal Adherence

CYBER & DATA
SECURITY LAB




J\BY

. 6()\’09“

CYBER & DATA
SECURITY LAB

LLN / tpoocmmkd ocoopéva

B IV LI IITTAIY caeeeeeeieeiteeeeeeeeeteee e maaeeesaesesasersseaeesssanasssesmssneeesssssemsasesasssssamansssassssensemessssanssnssenssssessssamansnsaennnsan 8
ExecUtive FACEShEEL ... m s s e s a e s e ne s e e me s e emns e nnn e esaennan 8
YT Ty T = OSSPSR U ESR 9

R 1 T L1 Tt T o SO S U 10
1.1 Purpose of this DeliVerable .. ea e e raae s eae e s s e s ma e sm e e neesnanan 10
NP U 1= g T T o oY =SSOSR 10

2 Preliminary assessment of fundamental rights and freedoms, relevant societal values and socio-cultural I:

CONSIARTATIONS .ottt et im e eeeas me et semas st e emne s e een £ eeestemses s £emas ase2mns st 2amnameanncamseent femsestaemsssaennseasnsnnansaens 13
2.1  Fundamental rights and freedoms and relevant societal values ..., 13
211 The CFR AN the ECHR ..ottt st ssa s sae s s esne s a b e ebe s nba s e nna e e nnsannannnns 13
212 The GDPR AN thE LED ..ot st sssss s ssae s ess s ae s sssae s s esae s s s st aase s nsa s e ssaansnsnsananansnns 15
213 THE AL ACE ettt ete e este e sree e sa e srsas et s esa st sa e s e s e e abe e ae e Rt s s S ebde e e bae Rt 2 be e RanRR e Ra e bennnanannnnn 18
2.1.4 Other relevant regulatorny iNStrUMENTS c e s s a s 29
2.2 Socio-Cultural CoNSIAerations . s s s en e sn e e e e e ennan 31
221 Profiling and its potential risks for fundamental rights and freedoms ..o 31
222 Accountability and transparency of design/development of PopEye’s framework................. 33
2.2.3 How end-users and individuals subjected to the use of PopEye’s technology will be informed |:
on the functioning of the technology, its limits and potential Fisks. ..o, 34
2.2.4 Measures to avoid and/or minimise discrimination and stigmatisation in input data and |:
Algorithm desiZn AN OULCOMIE . et e e s srae et e e e e se e e aae s asesaas s aaeseseraeesnaeesmnansnsansanen 35
2.2.5 Other relevant s0Cio-CUltUral aSPeCES (e s 37




LLN / tpoocmmkd ocoopéva

. 6()\’09“

J\BY

3 Impact assessment on privacy, ethical, social and legal issues: DPIA+, FRIA, ALTAI, Ethical Al risk
L] L] 1 1 SO SSS 49

3.1  Interim DPIA+: Background, rationale and required elements (under the Project’s DoA and related

Aata PrOtECEION [BWE) et rrrae s e e e s ras s asae e s s s e aaas s e aaeee s s ba s asaassaaaaessnnnsssnnsans 49

3.2  Interim FRIA: Background, rationale and required elements (under the Project’s DoA and Al-

=L =Te I T OSSO OSSPSR ROURT SR 50
3.3 PopEye’sinterim DPIA+ And FRIA. ... eieeesicssssssassrsssssssssssssssanssssssssssssssssssasssssssssssssssssnssssesssssnns 51
3.3.1 e L gL =TT =] =SS 51
3.3.2 Data processing operations and their PUNDOSES. .. e sse s sssaas s ssse s ssanas 51
3.3.3 Interference with fundamental rights and freedoms e 52
3.34 Legality, legitimacy and necessity of technological implementations within (and beyond) the
oo Y= =T T o T OO 53
3.3.5 Principles-based approach to PopEye technological implementations...ecceeeesveccenaenn, 60

CYBER & DATA
SECURITY LAB

l_H

-,A\\‘\Q




J\BY

. 6()\’09“

CYBER & DATA
SECURITY LAB

LLN / tpoocmmkd ocoopéva

B IV LI IITTAIY caeeeeeeieeiteeeeeeeeeteee e maaeeesaesesasersseaeesssanasssesmssneeesssssemsasesasssssamansssassssensemessssanssnssenssssessssamansnsaennnsan 8
ExecUtive FACEShEEL ... m s s e s a e s e ne s e e me s e emns e nnn e esaennan 8
YT Ty T = OSSPSR U ESR 9

R 1 T L1 Tt T o SO S U 10
1.1 Purpose of this DeliVerable .. ea e e raae s eae e s s e s ma e sm e e neesnanan 10
NP U 1= g T T o oY =SSOSR 10

2 Preliminary assessment of fundamental rights and freedoms, relevant societal values and socio-cultural I:

CONSIARTATIONS .ottt et im e eeeas me et semas st e emne s e een £ eeestemses s £emas ase2mns st 2amnameanncamseent femsestaemsssaennseasnsnnansaens 13
2.1  Fundamental rights and freedoms and relevant societal values ..., 13
211 The CFR AN the ECHR ..ottt st ssa s sae s s esne s a b e ebe s nba s e nna e e nnsannannnns 13
212 The GDPR AN thE LED ..ot st sssss s ssae s ess s ae s sssae s s esae s s s st aase s nsa s e ssaansnsnsananansnns 15
213 THE AL ACE ettt ete e este e sree e sa e srsas et s esa st sa e s e s e e abe e ae e Rt s s S ebde e e bae Rt 2 be e RanRR e Ra e bennnanannnnn 18
2.1.4 Other relevant regulatorny iNStrUMENTS c e s s a s 29
2.2 Socio-Cultural CoNSIAerations . s s s en e sn e e e e e ennan 31
221 Profiling and its potential risks for fundamental rights and freedoms ..o 31
222 Accountability and transparency of design/development of PopEye’s framework................. 33
2.2.3 How end-users and individuals subjected to the use of PopEye’s technology will be informed |:
on the functioning of the technology, its limits and potential Fisks. ..o, 34
2.2.4 Measures to avoid and/or minimise discrimination and stigmatisation in input data and |:
Algorithm desiZn AN OULCOMIE . et e e s srae et e e e e se e e aae s asesaas s aaeseseraeesnaeesmnansnsansanen 35
2.2.5 Other relevant s0Cio-CUltUral aSPeCES (e s 37




J\BY

. 6()\’09“

CYBER & DATA
SECURITY LAB

LLN / tpoocmmkd ocoopéva

4| Table 1: Summary of PopEye’s preliminary FRIA (presented in more detail in Annex 2 of Deliverable D12.3)

CFR/ECHR
right/freedom

Right to
privacy and
the protection
of personal
data

‘ PopEye context ‘

Ensuring lawful,
transparent and
purpose-specific
processing of personal
data throughout the
phases of the Project

Risks

Uncertainties
concerning
responsibilities (e.g.,
in use-cases) due to
varying
requirements or the
nature of the
technology
integration

Deploying PopEye,
technologies on
large
biometric datasets
in the Area of
Freedom, Security
and Justice (AFSJ)
domain

Proposed measures

Conducting regular DPIAs

Monitoring compliance with
applicable data protection laws

Avoiding the repurposing of biometric
data brocessing {function-creep) and
limiting uses to the initial/original
purpose

Where possible, preference of
synthetic/anonymised/pseudonymise
d data

Right to
equality and
prohibition of
discrimination

Preventing/minimisin
g algorithmic bias and
ensuring equitable
treatment throughout
the Project’s phases

Inaccuracy or non-
exhaustivity of the
criteria used in
algorithms’
design/developmen
t

Poor quality or
existence of bias in
datasets

Enhancing quality and diversity of
training, testing or other datasets

Promoting human intervention and
oversight at all phases (e.g.,
design/deployment)

Use of technology as a tool to merely
support decision-making processes
(without affecting human autonomy)

Regularly monitoring the performance
of PopEye technologies to prevent bias
and discrimination

Kingdom)

Text Predictions: Off

j:;"{ Accessibility: Investigate

Continuous assessment of
transparency, accuracy and reliability

e — [ woo
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Right to an
effective
remedy and to
a fair trial

Ensuring transparency
and human oversight
in decision-making
processes to enable
individuals to
effectively challenge
decisions at all phases

of the Project

Continuous assessment of

transparency, accuracy and reliability
of PopEye’s technologies at all phases

Adequately informing individuals, who

may be subjected to the Project’s

Potential opacity of | technologies both during the research,

Al, undermining
transparency and
explainability or
hiding bias, hence,

hard to contest

pilots and deployment phase

Preference of transparent and
explainable decisions based on the
state of the art (SOTA)

Enhancing explainability methods
Promoting human intervention and

oversight to analyse/explicate all
decisions

Monitoring and adhering to state-of-
the-art best practices for bias
mitigation or other techniques,
promoting transparency, accuracy,
|reliabil|'ty or human supervision
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the principle of lawfulness requires that the processing be based on a legitimate ground, such as consent.
PopEye guarantees there is an appropriate legal basis for any personal data processing operation.
Consent is the main legal basis; and volunteer research participants will have the right to withdraw
consent to any processing operation. For volunteer research participants, who do not wish to provide
consent, identity verification will be performed via the existing, traditional way (passport-check).
Moreover, data controllers may choose other legal grounds for the personal data processing (e.g., the
contract-basis for the processing of non-biometric data of staff members); albeit, for the processing of
special categories of personal data, the exemptions of article 9 of the GDPR (especially ‘explicit consent’,
under GDFR, article 9, para 2, lit a, and the research exception, under GDPR, article 9, para 2, lit J, in
conjunction with article 89) should apply.

the principle of fairness demands effective reaction or processing in a rather ethical way and the principle
of transparency requires full disclosure of relevant information before, during and after the processing
operation.** PopEye guarantees that all volunteer research participants are given meaningful information
in a comprehensive language on all aspects of the Project, including its scope, goals of processing or other
procedures (e.g., specific information on how to effectively raise concerns/claims). Furthermore, PopEye
ensures that no volunteer research participant is exposed to or bear the consequences of a risk that is
greater than that which was initially presented (e.g., by the pilot leaders or technical experts).

the principle of purpose limitation demands that data be ‘collected for specified, explicit and legitimate
purposes and not further processed in a manner that is incompatible with those purposes’.** PopEye will
take all technical and organisational measures to limit the purposes pursued (in case of initial collection)
or provide for effective safeguards (in relation to further processing), such as implementation of good
encryption schemes to achieve PopEye’s research objectives stated in the Project’s Grant Agreement (GA).
the principle of data minimisation demands that data be ‘adequate, relevant and limited to what is /
necessary in relation to the purposes for which they are processed”.”® PopEye will periodically review data
held and delete any data that are not strictly necessary to the goals pursued. Notably, PopEye will
distinguish between personal data required for administrative purposes and personal data necessary to
address research questions.

under the accuracy principle data must be accurate and, where necessary, kept up to date (‘every
reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay’).** PopEye will take necessary
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the principle of lawfulness requires that the processing be based on a legitimate ground, such as consent.

PopEye guarantees there is an appropriate legal basis for any personal data processing operation.
Consent is the main legal basis; and volunteer research participants will have the right to withdraw

consent to any processing operation. For volunteer research participants, who do not wish to provide

consent, identity verification will be performed via the existing, traditional way (passport-check).
Moreover, data controllers may choose other legal grounds for the personal data processing (e.g., the
contract-basis for the processing of non-biometric data of staff members); albeit, for the processing of
special categories of personal data, the exemptions of article 9 of the GDPR (especially ‘explicit consent’,
under GDFR, article 9, para 2, lit a, and the research exception, under GDPR, article 9, para 2, lit J, in
conjunction with article 89) should apply.

the principle of fairness demands effective reaction or processing in a rather ethical way and the principle
of transparenmes full disclosure of relevant information before, during and after the processing
Bpmgua rantees that all volunteer research participants are given meaningful information

in a comprehensive language on all aspects of the E’roject, including its scope, goals of processing or other

procedures (e.g., specific iInformation on how to effectively raise concerns/claims). Furthermore, PopEye
ensures that no volunteer research participant is exposed to or bear the consequences of a risk that is
greater than that which was initially presented (e.g., by the pilot leaders or technical experts).

the principle of purpose limitation demands that data be ‘collected for specified, explicit and legitimate

purposes and not further processed in a manner that is incompatible with those purposes’.** PopEye will
take all technical and organisational measures to limit the purposes pursued (in case of initial collection)

or provide for effective safeguards (in relation to further processing), such as implementation of good
encryption schemes to achieve PopEye’s research objectives stated in the Project’s Grant Agreement (GA).
the principle of data minimisation demands that data be ‘adequate, relevant and limited to what is /
necessary in relation to the purposes for which they are processed”.”® PopEye will periodically review data
held and delete any data that are not strictly necessary to the goals pursued. Notably, PopEye will

distinguish between personal data required for administrative purposes and personal data necessary to
address research questions.

under the accuracy principle data must be accurate and, where necessary, kept up to date (‘every
reasonabMt be taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay’).** PopEye will take necessary
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actions to ensure accuracy of data held; in case of inaccurate/incomplete personal information, PopEye

will guarantee that volunteer research participants are offered the opportunity to rectify their data or have
them complete.
the storage limitation (or the ‘delete’) principle requires that data be kept in a form which permits

identification *for no longer than is necessary for the purposes for which the personal data are processed’

(‘personal data may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the appropriate technical and organisational
measures’).”* PopEye will determine concrete retention periods, in particular relation to the duration of
each phase (development, deployment or post-deployment). Even where the above research exemption
applies, PopEye will implement all appropriate technical and organisational measures to safeguard the
rights and freedoms of volunteer research participants; and, in any event, no data will be kept for longer

the principle of data security (or ‘integrity and confidentiality’) refers to the processing in a way that
guarantees appropriate security (e.g., protection against unauthorised or unlawful processing), using

necessary technical/organisational measures.*® PopEye will implement such measures to enhance

security.

$O®
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Moreover, the GDPR and the LED demand that data controllers must fulfil their obligations (e.g., the duty to
inform the data subject,” explain the rationale behind complex processing operations'® or abstain from
specific automated processing tasks that can have a significant impact on the data subject);*® and that data
subjects enjoy specificrights (e.g., the right to be informed or ask for deletion of data).*® In this regard, PopEye
partners need pay special attention to the following rights:

- The right to be informed (GDPR, articles 13 and 14) on any type of personal data processing
operation (e.g., collection or further use of personal data). PopEye will inform volunteer research
participants on all aspects of the data processing operations that may occur, including the way in
which personal data may be used.

- The right to access personal data and supplementary/additional information (GDPR, article
15). This must include: the provision of copies of information stored in an appropriate (structured,
commonly used and machine-readable) format; and the transferring of personal data to another
data controller (where permitted by law). PopEye must timely respond to volunteer research
participants’ requests. Access requests can be sent via emailing the Project’s Data Protection
Officer (DPO) or contacting the Project’s website.

- The right to have rectified inaccurate personal data or completed if they are incomplete
(GDPR, article 16). Where the volunteer research participant believes that her/his personal
information, undergoing processing, is incorrect or incomplete, she/he will have the right to
communicate PopEye by contacting the Project’s website and have her/his information rectified or
completed.

- The right to erasure (GDPR, article 17). At any point in time, volunteer research participants will
have the right to request, through the Project’s platform or website, the deletion of their data; and
these data must be deleted without unreasonable delay.

“GDPR, art 5 para 1 lite.

*GDPR, art 5 para 1 lit f.

" GDPR, arts 12-14; LED, arts 13-15. During the PopEye project, the GDPR primarily applies to the anticipated research activities.
**GDPR, arts 13, para 2, lit f; 14, para 2, lit g.

* GDPR, art 22; LED, art 11.

# GDPR, arts 12ff; LED, arts 12ff.
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. d. - The right to restrict processing (GDPR, article 18). At any point in time, volunteer research
. 6\)\’09 participants will be given the opportunity to restrict the processing of their data (e.g., stop data S
“’7‘3 collection or further processing). Volunteer research participants will be enabled to send their SO
restriction-request through the Project’s platform or website.

- Therightto data portability (GDPR, article 20). Volunteer research participants will be granted the
opportunity to receive their data in an appropriate (structured, commonly used and machine-
readable) format, as well as to transfer these data to another entity. This includes the opportunity
to obtain and reuse such data for purposes defined by the volunteer research participant across
various services.

- Theright to object to the processing (GDPR, article 21). Given that consent serves as the primary
lawful basis for the processing of personal data, volunteer research participants will be offered the
chance to object to that processing, as well as to withdraw consent at any point in time.

- The rights related to automated decision-making and profiling (GDPR, article 22). Volunteer
research participants will enjoy the right to object to such automated decision-making and
profiling and be enabled to effectively exercise this right (e.g., by communicating through the
Project’s platform or website).

- The right to withdraw consent at any time (GDFR, article 7, para 3). Volunteer research
participants will be given the chance to withdraw consent and have their information erased at any
point in time (e.g., by making a request through the Project’s platform or website).

- Theright to complain to the relevant Supervisory Authority (SA) (GDPR, article 77). In all cases,
volunteer research participants will have the right to submit a complaint before the competent
Data Protection Authority (DPA). It is added that relevant (contact) information of competent SAs
will be provided on the Project’s website.

as additional information on concrete personal data processing operations (e.g., collection or management).
This privacy policy will make specific reference to the processing of sensitive data (special categories of
personal data). It will, moreover, be drafted in a comprehensive manner (e.g., plain language), ensuring that

all stakeholders can easily understand and familiarise themselves with its content.
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Article 35
Data protection impact assessment

1. Where a type of processing in particular using new technologies, and taking into account the nature, scope, context and purposes of
the processing, is likely to result in a high risk to the rights and freedoms of natural persons, the controller shall, prior to the processing,
carry out an assessment of the impact of the envisaged processing operations on the protection of personal data. A single assessment
may address a set of similar processing operations that present similar high risks.

2. The controller shall seek the advice of the data protection officer, where designated, when carrying out a data protection impact
assessment.

3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in the case of:

(a) a systematic and extensive evaluation of personal aspects relating to natural persons which is based on automated processing,
including profiling, and on which decisions are based that produce legal effects concerning the natural person or similarly
significantly affect the natural person:

(b) processing on a large scale of special categories of data referred to in Article 9(1), or of personal data relating to criminal
convictions and offences referred to in Article 10: or

(c) asystematic monitoring of a publicly accessible area on a large scale.

4. The supervisory authority shall establish and make public a list of the kind of processing operations which are subject to the
requirement for a data protection impact assessment pursuant to paragraph 1. The supervisory authority shall communicate those lists to
the Board referred to in Article 68.

5.  The supervisory authority may also establish and make public a list of the kind of processing operations for which no data
protection impact assessment is required. The supervisory authority shall communicate those lists to the Board.

6. Prior to the adoption of the lists referred to in paragraphs 4 and 5, the competent supervisory authority shall apply the consistency
mechanism referred to in Article 63 where such lists involve processing activities which are related to the offering of goods or services
to data subjects or to the monitoring of their behaviour in several Member States, or may substantially affect the free movement of
personal data within the Union.

7. The assessment shall contain at least:
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7. The assessment shall contain at least:

(a) a systematic description of the envisaged processing operations and the purposes of the processing, including, where applicable,

the legitimate interest pursued by the controller;

(b) an assessment of the necessity and proportionality of the processing operations in relation to the purposes:

(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1: and

(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of
personal data and to demonstrate compliance with this Regulation taking into account the rights and legitimate interests of data

subjects and other persons concerned.

8. Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or processors shall be taken into
due account in assessing the impact of the processing operations performed by such controllers or processors, in particular for the
purposes of a data protection impact assessment.

9. Where appropriate, the controller shall seek the views of data subjects or their representatives on the intended processing, without
prejudice to the protection of commercial or public interests or the security of processing operations.

10. Where processing pursuant to point (¢) or (e) of Article 6(1) has a legal basis in Union law or in the law of the Member State to
which the controller is subject, that law regulates the specific processing operation or set of operations in question, and a data protection
impact assessment has already been carried out as part of a general impact assessment in the context of the adoption of that legal basis,
paragraphs 1 to 7 shall not apply unless Member States deem it to be necessary to carry out such an assessment prior to processing
activities.

11. Where necessary, the controller shall carry out a review to assess if processing is performed in accordance with the data protection
impact assessment at least when there is a change of the risk represented by processing operations.
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ApBpo 35
Extipnon evTikTOmov 67eTIKA IE TV TPOCTUGLY S880UEvEV

1. Ortav éva sidoc ensepyaoiag, 16im¢ Le ¥PNGT VEOV TEYVOLOYIOV KOl CUVEKTILOVTOS T1) @UOT, TO TE6I0 sQUPLOYTS, TO TACIoo Kal
TOVC OKOTOUE TN ENsEEPYaciag, sVOEYETAL VA ETOEPEL DYNAO KIVOLVO Y10 To. OIKCIOUATE KAl TIS sAsVOEpIEs TOV PUGIKAOV TPOCATOV, O
vrevbuvvoc enelepyaciog olevepyel, TPV amd TNV eneiepyucio, EKTIUNGT] TOV EMUTTOCEMV TOV GYEOOlOLEVOV TpaismV enelepyoaciog
OTNV TPOCTUCIC. OSO0OUEVOY MPOCMTIKOD YOPUKTNPO. L& Mo sktiunon umopsi vo efetdaleton éva obvolo mapduolmv mpdiswmv
EMEEEPYUTIOG OL OTTOISC EVENOLV TEPOUOLOVS LYNAOLS KIVOHVOULL,

2. O vrevbovog emeiepyoociog el ™ yvaun Tov LRELOVVOL TPOCTUCING 0S0OUEVEY, SQOCOV £YEl OPIOTEl, KUTG TN OlEVEPYELD
EKTIUNONS OVTIKTOIOD GYETIKG [IE TNV TPOCTUCIH OS00UEVEOV.

3. H avoagpepdusvn oty Topdypaeo | SKTIUNGT) aVIIKTOIOL CYSTIKG LE TV TPOCTUGic 6S60UEVMY OMULITSITAL 16iMS aTNV TepiTTmaN:

d)  CLOTNUOTIKNAG KOl SKTEVOLS aSloAdYNONG TPOCHTIKGV TTLXOV OYETIKA LE QULOIKA 7Tpdéomna, 1 onolo Poacilestol os
autopatomonuévy snsiepyaaio, TepialBavopévie TS KOTAPTIGHS Tpo@ii, kal oty onoio Paciloviol anopdosic mov tapdyovy
EVVOLLO OOTEAEC AT CYETIKA [IE TO OLOLKO TpdamTo 1 opoing snnpedlovy oNUAVTIKG TO ELOIKO TPOCOTO,

B) peyding khipokag snsfepyaciag TmV SIOIKGOV KATYOpLdV 0s0opévav Tov avoeépovial ato apbpo 9 napdypapog 1 1 dsdopévev
TPOCMIIKOD YOPAKTHPC TOV GEOPODY TOWIKEC KATUOIKES Kol adIKAIAT Tov avapépovtal oto dpbpo 10 1

Y)  GLOTNUOTIKNG Tapakoiovdnong onuocing tpocfdoipov yopov os peydin kKhipoka.

4. H smontikq apyn kataptilsl kol Onpocionolsl katdioyo us ta sion tov tpdésov snséepyaciog mon VTOKEIVTCL OTV aLaiT|an yio
OlEVEPYELN EKTIUNGNC CVTIKTUIOD GYETIKG e TNV TPOoTaAcia Tov 6séopuévay duvaust e tapaypaeov 1. H smontikn apyl] avoKov@vel
ToVv &v AOY® Katdhoyo oto TupPoviio Ilpoctaciog Asdopévav mov avaeépstal ato dpbpo 68.

5. H smomuki apyf 6Uvatal enicng va kotaptilst Kol vo onuoctionolsi kotdAoyo pe to sion tov tpaismv snsispyaociag yio to onoia
OEV OMOLITEITAL EKTIUNOYN OVIIKTOTOU GYETIKG [LE TV TPOCTACIiH TOV 0e00péEvev. H emontiky) opyl] avokowv@vel Tov ev A0Y® Katdloyo
oto Zopfoviio Ilpootaciog AsdoléEvay.

6. Ilpw omd TV £KOOCT TV KATOAOY®V MOV OVOQEPOVIUL OTIC TUPUYPAQOLS 4 Kal 5, T aploole EMOTTIKY apyf] £0opuolel tov
LIYOVIGLO CUVEKTIKOTNTOS TOL avoQEPETAL 6T0 ApBpo 63, edv o1 ev AOY® Katdioyol teprlaufdavouy opactnplotntes snsiepyaciag ol
omoisg oystilovtal pe ™V Tpocpopd ayoboy 1) VINPECIOY O VIOKEIUEVE TOV GSG0UEVEVY 1| LIS TV TOPUKoAOUONGT TS CLUTEPIPOPAS
TOVC OE MEPLIaOTEPE TOV VOC KPATY HEAN 1] o1 omoisg svosystal va snnpsdlovy onuaviikd v shedfspn kukiopopio TV 6s6opEvVeY
MPOCMTIKOD yopaktipa otV Evaor.

7. H sktiunon nepiéyst TOvAGyIoTOV:

\"("‘\;E;Sé .
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3. H avoagpepdusvn oty Topdypaeo | SKTIUNGT) aVIIKTOIOL CYSTIKG LE TV TPOCTUGic 6S60UEVMY OMULITSITAL 16iMS aTNV TepiTTmaN:

d)  CLOTNUOTIKNAG KOl SKTEVOLS aSloAdYNONG TPOCHTIKGV TTLXOV OYETIKA LE QULOIKA 7Tpdéomna, 1 onolo Poacilestol os
autopatomonuévy snsiepyaaio, TepialBavopévie TS KOTAPTIGHS Tpo@ii, kal oty onoio Paciloviol anopdosic mov tapdyovy
EVVOLLO OOTEAEC AT CYETIKA [IE TO OLOLKO TpdamTo 1 opoing snnpedlovy oNUAVTIKG TO ELOIKO TPOCOTO,

B) peyding khipokag snsfepyaciag TmV SIOIKGOV KATYOpLdV 0s0opévav Tov avoeépovial ato apbpo 9 napdypapog 1 1 dsdopévev
TPOCMIIKOD YOPAKTHPC TOV GEOPODY TOWIKEC KATUOIKES Kol adIKAIAT Tov avapépovtal oto dpbpo 10 1

Y)  GLOTNUOTIKNG Tapakoiovdnong onuocing tpocfdoipov yopov os peydin kKhipoka.

4. H smontikq apyn kataptilsl kol Onpocionolsl katdioyo us ta sion tov tpdésov snséepyaciog mon VTOKEIVTCL OTV aLaiT|an yio
OlEVEPYELN EKTIUNGNC CVTIKTUIOD GYETIKG e TNV TPOoTaAcia Tov 6séopuévay duvaust e tapaypaeov 1. H smontikn apyl] avoKov@vel
ToVv &v AOY® Katdhoyo oto TupPoviio Ilpoctaciog Asdopévav mov avaeépstal ato dpbpo 68.

5. H smomuki apyf 6Uvatal enicng va kotaptilst Kol vo onuoctionolsi kotdAoyo pe to sion tov tpaismv snsispyaociag yio to onoia
OEV OMOLITEITAL EKTIUNOYN OVIIKTOTOU GYETIKG [LE TV TPOCTACIiH TOV 0e00péEvev. H emontiky) opyl] avokowv@vel Tov ev A0Y® Katdloyo
oto Zopfoviio Ilpootaciog AsdoléEvay.

6. Ilpw omd TV £KOOCT TV KATOAOY®V MOV OVOQEPOVIUL OTIC TUPUYPAQOLS 4 Kal 5, T aploole EMOTTIKY apyf] £0opuolel tov
LIYOVIGLO CUVEKTIKOTNTOS TOL avoQEPETAL 6T0 ApBpo 63, edv o1 ev AOY® Katdioyol teprlaufdavouy opactnplotntes snsiepyaciag ol
omoisg oystilovtal pe ™V Tpocpopd ayoboy 1) VINPECIOY O VIOKEIUEVE TOV GSG0UEVEVY 1| LIS TV TOPUKoAOUONGT TS CLUTEPIPOPAS
TOVC OE MEPLIaOTEPE TOV VOC KPATY HEAN 1] o1 omoisg svosystal va snnpsdlovy onuaviikd v shedfspn kukiopopio TV 6s6opEvVeY
MPOCMTIKOD yopaktipa otV Evaor.

7. H sktiunon nepiéyst TOvAGyIoTOV:
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ApBpo 35
Extipnon evTikTOmov 67eTIKA IE TV TPOCTUGLY S880UEvEV
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7. H sktiunom nspléysl tovAdyiotov:

o)  CLGTNUOTIKN TEPLYpuET] Tov Tpofisndusvev tpaismv snsiepyouaias Kol ToV oKoT@v TS stetspyaciac, tepiiaufavopsvon, Katd

TEPITTMOT, TOL EVVOLOL GUULPEPOVTOC TOL EMIOLOKEL 0 LIsLBVVOC enssespyaaciog,

B)  ekTipnom g ovayKolOTNTOS KAl TS GVAAOYIKOTNTAS TOV Tpdismv ensiepyucios Ge CUVAPTNGT L& TOVS OKOTONC,

Y)  EKTIUNGT TV KIVOLVEOV YI0 TO OIKOIOUATO KAl TIS SASVOEPISS TV DTOKSILEVEOY TMV 0S00UEVEV TOL AVUPEPOVTHL TNV TUPEYPUQO

1 kot

0) ta mpoPhembueva HETPO GVIILETOMGNS TOV KIvOUvVoV, Teplhaufovolévev Tov syyuljeesmv, TV UETPOV KOl [}OEVIGUOV

acQaielns, MOTE va 00cQaiileTol 1 TPOCTUGIH TOV OSOOUEVOV TPOCMMIKOD ¥OPUKINPU KOl VO AT0OSIKVIETUL 1] CUHUOPEMGT)
TPOC TOV MUPOVIC KOVOVICUO, Aaufavoviog vy Ta SIKIOUATE KOl Ta EVVOLLN CUUEEPOVTE TMV DIOKSILEVOV TOV 0E00UEVOV
KOl GAL®V EVOIOQEPOUEVOV TTPOCAOTMV.

8. H ocvuuopemon pe eYKEKPILEVOLC KOOIKEG Os0vIOAOYiag mov avagépoviol oto dpfpo 40 amd tovg GyeTikoDg vreLBivoug
snefepyaoiag 1 eKtehovvieg TNV snefspyocic AouPdverol Gs0VTI®C LIAOYN KOTA TNV EKTIUNGT TOL OVTIKTOMOL Tav Tpdismv
snefepyaoiag mov ekTEAOUVTON amd TOLC &v AOY® vmevBivoug T ektehovvieg TNV ensfepyucia, 10{OC Y00 TOVS CKOMOVE EKTIUNGCTG
QVTIKTOMOL GYETIKG [E TNV TPOCTACIN OS00LEVOVY.

9. Omov evosikvotal, o vasvbovog ensiepyaciog (NTel ™ YvOUN TOV VTOKEWEVOY TGOV OE00LEVOV 1) TOV EKTPOCHTMY TOLS YI¢ 1)
oysowalopevn enefepyacia, e TNV emebAasn TNC TPOCTUCIOS EUTOPIKAOV T ONUOCIOV CUUQEPOVIOV 1] TNE AoQUAElNs TV Tpdisnv
smeiepyaoiag.

10. Ortav 1 snslepyacia ovvaust Tov dpbpov 6 mopdypoagog | otoyysio y) N &) &rsl voLuky Pdon oto oikato ¢ Evmong 1 oTo oikaio
TOL KpATOLS LEAOVLEC GTO Omoio LIOKELTAL 0 vashbvvog emsiepyociog, To sv A0Y®m Oikolo puOuilst TNV eKACTOTE CUYKSKPIUEVT] TPasn
snetepyaciog 1 ospd npdismv kal £xsl olevepyn sl 110N eKTIUNON CVIIKTOTOV GYETIKA LS TV TPOCTOCIN 0S00UEVEY MC LEPOC YEVIKTS
SKTIUMNONS OVTIKTOION OTO MAQITLO TG £YKPLONS NG 8V AOY® vouIKhS Pdong, ol mopdypagol 1 émc 7 osv soapuolovial, sKTOC €4V TO
KPATn LEAN Kpivouv amapaiThTn T 01EVEPYELL TNC &V AOY® SKTIUNGNS TPV Ao TIC 0paoTNPLOTTES snsiepyaaiog.

11. Omov amoutsitoal, o vrsvbuvos snelepyacioc wpoPaivel o smaveEEtoon Yo vo SKTIUNGSL av 1) stelepyacic TV 0S00UEVEV

TPOTOTIKOD  YOPOKTHPO OLEVEPYEITUL CUU@®VE HE TNV SKTIUNOT GVTIKTOTOL OTNV 7POoTacic O0SO00UEVEV TOLAGYLGTOV OTOV
pstaBdiietal o kivovvoc mov BEtouy o1 mpdsig ensiepyoaiag.
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ApBpo 27
Extipnon ematocemv Tov gooTijuateav TN vymioed Kivévvov ota Bepsiimén dikaiopata
I.  TIIpw amd v avantvsn cvotiuotog TN vyniold Kivodvov mov avagépstal oto dpbpo 6 mopdypagog 2, pe v slaipson
cvotnuatov TN vymiod kiwvovvov mov tpoopilovial yia ¥pnoe1 GTov TopEd mov ava@épstol oto mapaptnua IIT enusio 2, ot gopeig
‘ B EQUPLOYNS OV Elval OpyaVIGHOL ONILOGIOV OIKAIOD 1] 10IOTIKES OVIOTITES MOV TUPEYOLV ONUOGIEC VANPECIES Kal Ol QOpEeis suployng
“ cvotnuatov TN vymiod Kivovvov mov avaeépovial oto mopdptiua III onueio 5 otouysia P) kol y) Oevepyoldv ekTipnon TOV
EMATOCEMV TOV PIopei va £l ota BsleAldOn OlKUOUATO 1 ¥P1oT] Tov cvoTiuatos. o tov okomd autdv, oL Qopeis sQuployng
OLEVEPYODV EKTIUNGY] 7oL TepthopPdvet:
o)  TEPLYPUOT] TOV OLUOIKUTIOV TOL QOpPEL EQUPLOYNS OTIC omoisc To cuaTna TN vynAod Kivouvou Ba ypnoiiomolsital COLP@VA LU
TOV EMIOIOKOUEVO GKOTO TOV”
B)  meprypae] TOL ¥POVIKODL OCTHUATOS EVIOS TOL OMOIOV Kol TS GLYVOTNTAS UE TNV omoio mpoopiletal va ypnoiuomombei kdabs
cvotmue TN vyniov Kivovvon:

Y)  TIC KATNYOPIEC PLOIKAOV TPOCOTMV KOl OUAomV Tov sival mBava vo EnNpsacstodV Ao 1) YPT)oT TOL GTO GUYKEKPIUEVO TAAIGLO”

0)  TOLS CLYKEKPLUEVOLS Kivouvous PAAPNS mov sivan mbavd va emnpedcouy TIS KATYOPIES PLCIKDY TPOCAOTMV 1] OUAOMV TPOCHTMV
mov pocotlopilovial OLVALEL TOV GTOLEIOL ¥) TN TAPOLCUS TAPAYPAEoL, AauBavopéveay VIOYT TOV TANPOEOPLOV TOL OIVEL
0 MApPOYo¢ GLVALLEL TOL dpBpov 13-

£)  MEPLYPOQT NG EQUPLOTIS TOV HETPp@V avlpdOTIVNG enonTEing, COLEMVA e TIC 001YiES YpHoNS

GT) TO UETPO OV TPEMEL Vo AQUPAVOVTOL GE TEPIMTMGCT] ENELEVGTC TV EV AOYM KIVOLV®YV, cupmepiiapfovolévay tav pubuicemy yia
TNV ECMTEPLKT] OLOKLPEPVIGT) KOl TOVS UINYUVICLOUS DITOPOANS KOTaYYEAMV.
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ApBpo 27
Extipnon ematocemv Tov gooTijuateav TN vymioed Kivévvov ota Bepsiimén dikaiopata

I.  TIIpw amd v avantvsn cvotiuotog TN vyniold Kivodvov mov avagépstal oto dpbpo 6 mopdypagog 2, pe v slaipson

cvotnuatov TN vymiod kKivovvov Tov Tpoopilovial yia ¥pne1 GTov TOPEN Tov avaeépstol oto mapaptnua IIT enusio 2, ot gopsig

B EQUPLOYNS OV Elval OpyaVIGHOL ONILOGIOV OIKAIOD 1] 10IOTIKES OVIOTITES MOV TUPEYOLV ONUOGIEC VANPECIES Kal Ol QOpEeis suployng

@ cvotnuatov TN vymiod Kivovvov mov avaeépovial oto mopdptiua III onueio 5 otouysia P) kol y) Oevepyoldv ekTipnon TOV

Q EMATOCEMV TOV PIopei va £l ota BsleAldOn OlKOUOUAT 1 ¥P1oT Tov cvoTiuatos. o Tov okomd autdv, oL QOpEeil EQupHoYng
OLEVEPYOLV EKTIUIGT] OV TEPLACUPOVEL

o)  TEPLYPUOT] TOV OLUOIKUTIOV TOL QOpPEL EQUPLOYNS OTIC omoisc To cuaTna TN vynAod Kivouvou Ba ypnoiiomolsital COLP@VA LU
TOV EMIOIOKOUEVO GKOTO TOV”

B)  meprypae] TOL ¥POVIKODL OCTHUATOS EVIOS TOL OMOIOV Kol TS GLYVOTNTAS UE TNV omoio mpoopiletal va ypnoiuomombei kdabs
cvotmue TN vyniov Kivovvon:

Y)  TIC KATNYOPIEC PLOIKAOV TPOCOTMV KOl OUAomV Tov sival mBava vo EnNpsacstodV Ao 1) YPT)oT TOL GTO GUYKEKPIUEVO TAAIGLO”

0)  TOLS CLYKEKPLUEVOLS Kivouvous PAAPNS mov sivan mbavd va emnpedcouy TIS KATYOPIES PLCIKDY TPOCAOTMV 1] OUAOMV TPOCHTMV
mov pocotlopilovial OLVALEL TOV GTOLEIOL ¥) TN TAPOLCUS TAPAYPAEoL, AauBavopéveay VIOYT TOV TANPOEOPLOV TOL OIVEL
0 MApPOYo¢ GLVALLEL TOL dpBpov 13-

£)  MEPLYPOQT NG EQUPLOTIS TOV HETPp@V avlpdOTIVNG enonTEing, COLEMVA e TIC 001YiES YpHoNS

GT) TO UETPO OV TPEMEL Vo AQUPAVOVTOL GE TEPIMTMGCT] ENELEVGTC TV EV AOYM KIVOLV®YV, cupmepiiapfovolévay tav pubuicemy yia
TNV ECMTEPLKT] OLOKLPEPVIGT) KOl TOVS UINYUVICLOUS DITOPOANS KOTaYYEAMV.
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GT) TO UETPO OV TPEMEL Vo AQUPAVOVTOL GE TEPIMTMGCT] ENELEVGTC TV EV AOYM KIVOLV®YV, cupmepiiapfovolévay tav pubuicemy yia

I— . - - — -
TNV EGMTEPLKT OLAKVBEPVIION KoL TOVE LNYAVIGLOVS LITOPOANG KATUYYEALDV.
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3 Impact assessment on privacy, ethical, social and legal issues: DPIA+, FRIA, ALTAI, Ethical Al risk

ES R ] Lo L 49

3.1  Interim DPIA+: Background, rationale and required elements (under the Project’s DoA and related

Aata PrOtECEION [BWE) et rrrae s e e e s ras s asae e s s s e aaas s e aaeee s s ba s asaassaaaaessnnnsssnnsans 49

3.2  Interim FRIA: Background, rationale and required elements (under the Project’s DoA and Al-

=L =Te I T OSSO OSSPSR ROURT SR 50
3.3 PopEye’sinterim DPIA+ And FRIA. ... eieeesicssssssassrsssssssssssssssanssssssssssssssssssasssssssssssssssssnssssesssssnns 51
3.3.1 e L gL =TT =] =SS 51
3.3.2 Data processing operations and their PUNDOSES. .. e sse s sssaas s ssse s ssanas 51
3.3.3 Interference with fundamental rights and freedoms e 52
3.34 Legality, legitimacy and necessity of technological implementations within (and beyond) the
oo Y= =T T o T OO 53
3.3.5 Principles-based approach to PopEye technological implementations...ecceeeesveccenaenn, 60
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Kb

Assessment List for Trustworthy Artificial Intelligence (for self-assessment)

CYBER & DATA
SECURITY LAB



https://digital-strategy.ec.europa.eu/en/library/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment

LLN / tpoocmmkd ocoopéva

s

High-Level Expert Group on Al, ‘Ethics Guidelines for Trustworthy AI’ (2019):

Trustworthy Al must be lawful, ethical and robust:
REQUIREMENT #1 Human Agency and Oversight

Human Agency and Autonomy
Human Oversight

- Human agency and oversight
- Technical Robustness and safety

- Privacy and data governance
REQUIREMENT #2 Technical Robustness and Safety
Resilience to Attack and Security

) . . General Safety
- Societal and environmental well-being Accuracy

- Transparency
- Daiversity, non-discrimination and fairness

- Accountability Reliability, Fall-back plans and Reproducibility

REQUIREMENT #3 Privacy and Data Governance
Privacy
Data Governance

= CYBER & DATA
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i

High-Level Expert Group on Al, ‘Ethics Guidelines for Trustworthy AI’ (2019):

Trustworthy Al must be lawful, ethical and robust:
REQUIREMENT #4 Transparency

- Human agency and oversight Traceability
- Technical Robustness and safety Explainability

Communication

- Prlvacy and data govemance REQUIREMENT #5 Diversity, Non-discrimination and Fairness

- Transparency Avoidance of Unfair Bias
Accessibility and Universal Design

Stakeholder Participation
- Societal and environmental well-being REQUIREMENT #6 Societal and Environmental Well-being

- Accountabﬂity Environmental Well-being
Impact on Work and Skills

Impact on Society at large or Democracy

- Daiversity, non-discrimination and fairness

REQUIREMENT #7 Accountability
Auditability
Risk Management

= CYBER & DATA
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i

High-Level Expert Group on Al, ‘Ethics Guidelines for Trustworthy AI’ (2019):

Trustworthy Al must be lawful, ethical and robust:

- Human agency and OVCI‘Sight —) e |5 the Al system designed to interact, guide or take decisions by human end-users
that affect humans'® or society?

- Techmcal RObllStIlGSS and Safety Could the Al system generate confusion for some or all end-users or subjects

- Privacy and data governance on whether a decision, content, advice or outcome is the result of an
algorithmic decision?
- Transparency - Are end-users or other subjects adequately made aware that a decision,

content, advice or outcome is the result of an algorithmic decision?

B DlVCI’Slty, HOH-dISCI'lmlnatIOI’l and falrness ¢ Could the Al system generate confusion for some or all end-users or subjects on

- Societal and environmental We]]-being whether they are interacting with a human or Al system?
e - Are end-users or subjects informed that they are interacting with an Al

= CYBER & DATA
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i

High-Level Expert Group on Al, ‘Ethics Guidelines for Trustworthy AI’ (2019):

Trustworthy Al must be lawful, ethical and robust:

Human agency and oversight —_—
Technical Robustness and safety

Privacy and data governance

Transparency

Diversity, non-discrimination and fairness
Societal and environmental well-being
Accountability

CYBER & DATA
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Is the Al system designed to interact, guide or take decisions by human end-users
that affect humans'® or society?
Could the Al system generate confusion for some or all end-users or subjects
on whether a decision, content, advice or outcome is the result of an
algorithmic decision?
Are end-users or other subjects adequately made aware that a decision,
content, advice or outcome is the result of an algorithmic decision?
Could the Al system generate confusion for some or all end-users or subjects on
whether they are interacting with a human or Al system?
Are end-users or subjects informed that they are interacting with an Al
system?
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1. Registration at https://altai.insight-centre.org/ (it only requires an email &
password)

':Al :' Home How To Complete The ALTAI Fundamental R ghts

This website is a prototype of an interactive version of the Assessment List for Trustworthy AL We encourage you not to wse pessonal informatiomccept

or Inteflectual property while using thes webate. We use techmcal cOOkoes 10 help give you the best expenience on our website We 0O not use

thad -party ookt Lorn M

Register

Create a new account. Register to the ALTAI Online Tool,

Emal You need 1o create an account to use the Assessment List for Trustworthy Al

s llows You to save and ecdz ALTAlS

Condirm password

v Insight® - @UCC i crran’ b GLACIATION
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1. Registration at https://altai.insight-centre.org/ (it only requires an email &
password)

':Al :' Home How To Complete The ALTAI Fundamental R ghts

This website is a prototype of an interactive version of the Assessment List for Trustworthy AL We encourage you not to wse pessonal informatiomccept

or Inteflectual property while using thes webate. We use techmcal cOOkoes 10 help give you the best expenience on our website We 0O not use
thad -party ookt Loarn Moee
Disclaimer

Register

Create a new account. Register to the ALTAI Online Tool,

Emal You need 1o create an account to use the Assessment List for Trustworthy Al

s llows You to save and ecdz ALTAlS

Condirm password

v Insight® - @UCC i crran’ b GLACIATION
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) https://altai.insight-centre.org

W

{MI:t Home How To Complete The ALTAI Fundamental Rights Register Login

LI

This website is a prototype of an interactive version of the Assessment List for Trustworthy Al. We encourage you not to use personal informationAccept
or intellectual property while using this website. We use technical cookies to help give you the best experience on our website. We do not use
third-party cookies. Learn More.
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) https://altai.insight-centre.org

W

{MI:t Home How To Complete The ALTAI Fundamental Rights Register Login

ok

This website is a prototype of an interactive version of the Assessment List for Trustworthy Al. We encourage you not to use personal informationAccept

or intellectual property while using this website. We use technical cookies to help give you the best experience on our website. We do not use

third-party cookies. Learn More.

CYBER & DATA
SECURITY LAB




LLN / tpoocmmkd ocoopéva

2. Go to ‘My ALTATI’ (in yellow, on top) and click on ‘Add a new
Assessment List for Trustworthy Al

Home How To Complete The ALTAI Fundamental Roghts Hello georgebouchaguar @gmad com! Logout

Tha webste is a prototype of an interactive version of the Assessment List for Trustworthy AL We encourage you not 1o use personal informaboni

W tellectual property while using thes website. We use techncal coolies 10 help give you the best expenence on our webste, We do not use

thirdd party cocines Learn More

My ALTAIs

. +
In thes Page you can find all your ALTAN

Add a new
Assessment List for
Trustworthy Al

CYBER & DATA
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3. Give a title for the Assessment List (e.g., ‘SafeTravellers Partner’s name’)
and click on ‘Accept the terms and create the ALTAI’

“ALS Home How To Complete The ALTA) Fundamental Rights ALTAN Hello georgebouchagiar@@gmal com! Logout
o P98 v 9 9 2) 2} 9 oL

This website i & prototype of an inferactive version of the Assessment Uist for Tristwortiy Al We encourage you not 1o use personal nformationis
ot Intefectual propetty winle using ths website, We use techmcal cociies 1o help give you the Dest expenence on ou webs:te. We do not use

thurd-party cookiet. Learn Mors

New Assessment Create a new Assessment List
List

Credte a new Assessment Lat

Titie of the AL *
8

This website 5 2 prototype of an interactive version of the Assessment List fo
Tratworthy Al We encaurage you not 10 ute parsonad informataon of inteliectisg
property while using tha webste. Full detards of how we process pevsonal data and

your nghts under Data Protect:on legisiahon ate set out in our

Accept the terms and creste the ALTAI

CYBER & DATA
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4. Click ‘view’ the existing ALTAI

CYBER & DATA
SECURITY LAB

My ALTAIs

In this page you can

findd all your

ALTAl +

Add a new
Assessment List for
Trustworthy Al

Your existing ALTAIls

SafeTravellers VUB

Insight®  BUCC -=sh

CRY

Al

’..
.

CLACIATION
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5. Go through the sections of the ALTAI (on the left, starting with ‘Human
Agency and Oversight’)

S Ralinsight -contre org/ALMBET/ ”w
or mtellectual property while using thes websde. We Use technical cookies 1O help give you the Dest experience on our webste We do not use

third-party codines. Learn Moce

ALTAI for Human Agency and Oversight

Al systems should support human autonomy and decision-making, as
SafeTrave' lers VU B prescribed by the principle of respect for human autonomy. This requires
that Al systems should both act as enablers to a democratic, flourishing and
. equitable society by supporting the user’s agency and upholding
Sections of the ALTAI fundamental rights, which should be underpinned by human oversight. In

this section, we are asking you to assess the Al system in terms of the
respect for human agency, as well as human oversight.

Notes

B Human Agency and Oversight

B Technical Robustness and Safety

Human Autonomy

B Privacy and Data Goverrance

Thes subsechon deals wmith the offect Al pyitems Can have on human behavour = the broadent
senge. It deals with the effect of Al systerns that ace ammed 31 guadhing, influending Of suppcrtng
. Transpaterc Yy .
humans in decision mak NG processes, for oxampse, algonthmic decmon su pport 'p)"a'( s, Nsx
analysis/predction systems (recommender systems, predictive poliaong, financal risk analysis, etc)
' Deversaty. Noa -Discrimernaton and Faimess It 350 deals with the effect on human perCepbon and expectaton when confronted with Al
systems that ‘act’ hke humans. Finally, & deals with the effect of Al systems on human aMecton
trust and (inldependence

B Socetal and Ermaranmental Well beng

Is the Al system designed to interact, guide or take decisions by human end-

B Accountabity users that affect humans (‘subjects’) or society? @ *
Yesu
Legend of progression symbols To some extent
No

o Bnanvwered
- rn't knews

v CYBER & DATA
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6. After responding all sections, the tool comes with a diagram and
recommendations

o talnught -centre org/As

Assessment List for Self assessment results
SafeTravellers VUB e reawements ot compiesed score 0

e -
Sections of the ALTAI

B Human Agency and Oversght

B Technical Robustness and Satety

a Privacy and Data Governance

v] Transparency

B Diverssty, Non-Discrimination and Faimess

B Societal and Ermvirormental Well being

a Accountabaity

Recommendations
Legend of progression symbols Human agency and oversight

o BUnanswered
o PPartialy flled

- o.‘ ompleted and valdated

NO recommendaton 1o ths ceguirement

Technical robustness and safety

Racnnrroc
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6. After responding all sections, the tool comes with a diagram and
recommendations

% Salinsightcentre org/Assessment Rty 4867

Lagperich of propression Symbion Human agency and oversight

o Purnanswered

o BPactally flled

o BCompleted and validated

NG recommendation for ths requrement

Technical robustness and safety

Resources Consider potensal negative consequences from the Al system learming novel o unusual methods to

Ethecs Goadebrnes for Trustwortiy Al eor well 00 25 obyective function

See the results Privacy and Data Governance

_ No recommendation for ths requrement
Resufts and Recommendatons

Transparency

No recommendaton for thes requrement

Diversity, non-discrimination and fairness

Ensute 3 quantitative analysis or metrics 10 measure and test the appled defintion of fasness

Societal and environmental well-being

Conmdder the potental positive and negative impacts of your Al system on the emaronmaent and

eRtabinh mecharvams 50 evaiuate thes impact

Dedine measutes 10 redoce the envieonmental impact of your Al systern’s Mecycie and particpate in

competions for the development of Al solutons that tackle thes problermn

Accountability

M Al systerms are increasingly used for deasion support or for taling decisions themselves, it has to be
made sure these systems are fae in thew impact on people’s lves, that they ace in line with values that
should net be comprommied and able 10 At accotdngly, and that sudable accountalnlity peocesses can
ersure s Condequently, all conflicts of values, o Bade-olfs should be well documented and

explaned
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. "p\mw“’"m Fundamental rights
implications of accessing
digital data for criminal
investigations: Background
study on encryption
workarounds

Contractor: VUB

Authors: Georgios Bouchagiar and Vagelis Papakonstantinou

Disclaimer

This document is D3b that was commissioned under contract PO-2025-IDM-025 as
background material for a study by the European Union Agency for Fundamental
Rights (FRA) for the project ‘Fundamental rights implications of accessing digital data
for criminal investigations’. The information and views contained in the document do
not necessarily reflect the views or the official position of FRA.
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END-TO-END ENCRYPTION

Message is
encrypted & sent

SENDER

Message is
decrypted
& received

MNo 3™ party can decrypt
& read message RECIPIENT

<

3*° PARTY

Source: Internet Society, ‘Encryption Brief’



https://www.internetsociety.org/resources/doc/2018/encryption-brief/
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END-TO-END ENCRYPTION

Message is Message is
encrypted & sent decrypted
& received

MNo 3™ party can decrypt
SENDER & read message RECIPIENT

<

3*° PARTY

Source: Internet Society, ‘Encryption Brief’

Source: https://www.freepik.com/free-
photos-vectors/cartoon-police-
design#uuid=b96068be-071d-4¢81-
8a25-¢7¢4437332b0



https://www.internetsociety.org/resources/doc/2018/encryption-brief/
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
https://www.freepik.com/free-photos-vectors/cartoon-police-design#uuid=b96068be-071d-4c81-8a25-e7c4437332b0
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Go and look

(LEAs search/seize and intercept)

Encryption workarounds

Ask/order and receive

(LEAs order/ask service providers and other
entities delivery of data or implementation
of built-in mechanisms)

Finding passwords/keys

Guessing passwords/keys

Bruteforcing

Using malware and other technical tools

Exploiting vulnerabilities

Mandatory assistance

Design mandates

\ 4

Ask/order and receive

(LEAs order/ask suspects delivery of data)

Ban/regulate

(technology developers are subject to
banning or otherwise regulating of certain
types or aspects of encryption or devices)

Laws/measures forcing suspects to provide
passwords/keys (including laws making non-
disclosure a crime)

Law/measures relying upon suspects’
biometric data

Right to privacy and the protection of personal data

Freedom of expression and access to information

Right to a fair trial
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Design mandates

\ 4
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(LEAs order/ask suspects delivery of data)

Ban/regulate

(technology developers are subject to
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EZETAXEIX

Epwotoeig/acknoelg kpiocemg

IHHAPOYXIAXEIX (ITPO®OPIKA/T'PAIITA)

I povada (eEetdoerg 9/10)
Atopkd/opadikd (opadtkd — ta LEAN g opddac Ba wdpouvv tov 1010 Padud)
Av drapopetikd dtopa/opddeg emAEEETE TNV 10100 LEAETN) — CEPE TPOTEPALOTNTOG

HHPOTAXEIX I'TA ITAPOYXIAXH (3/3/2026):

I'evikd: Al, Aikoro, Tpocomikd dedoUEVa, avOPOTIVO SUKOUMLOTOL:

Ailav Mntpov, 'Extoc kukAog daréewv oriocooiag. Omiitpio: Atmay Mntpov (13 June 2024)

Aoy Mntpov, Zuvavtnon pe tnyv Atdayv Mnitpov (4 May 2025)

Moapia Mnot, AvOpamive Aikoiwpote ty Erxoyn e Iinpopopioc (2018) (Bifrio — emiioyn apbpov)

[Nopyog Mmovydyap, ‘Modus operandi tng Google’ (2017)

INopyog Mmovydylap, ‘Ocuehmon Atkonouoto, oAld Kol Ospusimdels Ymoypemoelg Tov Avlpomov tnyv Emoyn g Teyvntnig
Nonuoovvne’ (2024)

Alavontikn 0loknoio:

INopyog Mmovydywap, ‘H vreptiunuévn alio TV CUYYEVIKOV OTKOIMULATMV KOl 1] 0VEYKN ETOVATPOGO0PIGLOV TG EVVOLC TNG
TOPoVCiooNE 610 Kowvo’ (2017)

[Nopyog Mmovydyap, ‘To povortdio e avBpodmivne vonuoovvne’ (2016)

[Nopyog Mmovydyap, ‘H apyn g avowktic kot ehevfepnc mpdcPaong 1 to T€Aog tov onuoctov touéa;’ (2017)

[Nopyog Mmovydytap, ‘O moMTionoc oo yépta Tov kovov’ (2018)



https://www.youtube.com/watch?v=IPJmSH4xogI
https://www.youtube.com/watch?v=IPJmSH4xogI
https://www.youtube.com/watch?v=IPJmSH4xogI
https://www.youtube.com/watch?v=BLo0j6Fi9qo
https://www.youtube.com/watch?v=BLo0j6Fi9qo
https://www.youtube.com/watch?v=BLo0j6Fi9qo
https://drive.google.com/file/d/1FSmoerC9wZom1uGdwnzbT4p18cshw-Vb/view?usp=sharing
https://drive.google.com/file/d/1OE-TvUQbOR0S0rTLAG0GTnxckTUiT-Gs/view?usp=sharing
https://drive.google.com/file/d/1OE-TvUQbOR0S0rTLAG0GTnxckTUiT-Gs/view?usp=sharing
https://drive.google.com/file/d/1OE-TvUQbOR0S0rTLAG0GTnxckTUiT-Gs/view?usp=sharing
https://drive.google.com/file/d/1sDxzgg8VPcJTFp3LotRjlnbIbYI7Bm3O/view?usp=sharing
https://drive.google.com/file/d/1sDxzgg8VPcJTFp3LotRjlnbIbYI7Bm3O/view?usp=sharing
https://drive.google.com/file/d/1ATMQ4cOdVDG7UB9fXA4_7dTey71N0Pu2/view?usp=sharing
https://drive.google.com/file/d/1ATMQ4cOdVDG7UB9fXA4_7dTey71N0Pu2/view?usp=sharing
https://drive.google.com/file/d/1OKANChT4mqxm4BUEv50W984Pf6ymlcwK/view?usp=sharing
https://drive.google.com/file/d/1HsqkyIuHHw1kFPLNogoyK0hmZr9-O3QB/view?usp=sharing
https://drive.google.com/file/d/1bXmGs8NbXemmFcy3qRRQcE-e4tUvzPQX/view?usp=sharing

Xpnion AI?

OECD, Al adoption in the education system (OECD, December 2025)

Risk: Al can become a shortcut instead of a support
— Cognitive offloading: students may skip the mental work by leaning on automated answers

— False confidence: Al help can make learners feel competent without real mastery

= CYBER & DATA
. SECURITY LAB



https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/12/ai-adoption-in-the-education-system_43251cf0/69bd0a4a-en.pdf
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[Nopyoc Mmovydyap
Vrije Universiteit Brussel & 16vio Ilavemiotuio

Email:
georgios.bouchagiar@vub.be
georgebouchayar@ionio.gr
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