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Ethics

- what people ought to do?
- which behaviour 1s morally right?

CYBER & DATA
SECURITY LAB




Ewoayoyn otnv 0wk

Ethics
Normative ethics: general principles that govern how people should act

Applied ethics: ethical problems 1n real-life situations (e.g., abortion, treatment of
animals)

Metaethics: underlying assumptions and concepts of ethics (e.g., are there objective moral
facts? how moral knowledge 1s possible? how moral judgments motivate people?)
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Consequentialism: an act 1s right if 1t leads to the best consequences

Deontology: focus on acts themselves (e.g., adhere to duties, like telling the truth)
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Trolley problem
(a thought experiment that cannot be satisfactorily solved)
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morally required: action we must do
morally allowed: the lowest bar for ethical behaviour (not absolute)
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Option 1: Do Nothing (the trolley kills five)

Morally required (Immanuel Kant: certain actions are always wrong)
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Option 2: Throw the switch (the trolley kills one)

Morally required (Jeremy Bentham: the greatest happiness for the greatest number)

= CYBER & DATA
o SECURITY LAB




Ewoayoyn otnv 0wk

Option 3: Throw the switch (the trolley kills you)

Morally required (Joseph Fletcher: suicide to save others is the ultimate selfless act)
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Option ... old/baby...

= CYBER & DATA
o SECURITY LAB




Ewoayoyn otnv 0wk

CYBER & DATA
SECURITY LAB




AvOpomIVO OIKOLONOTO,

CYBER & DATA
SECURITY LAB




AvOpomIVO OIKOLONOTO,

Europe

CYBER & DATA
SECURITY LAB




AvOpomIVO OIKOLONOTO,

Europe

Council of Europe
(CoE)

= CYBER & DATA
. SECURITY LAB


https://www.coe.int/web/portal/home
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Council of Europe
(CokE)

- European Convention on
Human Rights (ECHR)
- European Court of
Human Rights (ECtHR)
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Council of Europe European Union
(CoE) (EV)

- European Convention on
Human Rights (ECHR)
- European Court of
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Council of Europe European Union
(CoE) (EV)
- European Convention on - Charter of Fundamental
Human Rights (ECHR) Rights of the EU (CER)
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Bert-Jaap Koops and others, ‘A Typology of Privacy’ (2017) 38 University of Pennsylvania Journal of International Law 483
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surveillance

Emotional $0$

pros/cons?
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LLN-test , $0$

Interference?
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Legality
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Legality
Legal basis:

CYBER & DATA
SECURITY LAB

LLN




LLN-test

Interference?

Legality

Legal basis:
1) Accessible
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Interference?

Legality

Legal basis:
1) Accessible
2) Foreseeable

3) Detailed

n.'x‘, V(’)poq

= CYBER & DATA
o SECURITY LAB




LLN

LLN-test _. $0$

Interference?

Legitimacy

CYBER & DATA
SECURITY LAB




LLN-test

Interference?

Legitimacy
Goal?

CYBER & DATA
SECURITY LAB

LLN




LLN

exception

1. Legality
— 2. Legitimacy
3. Necessity

CYBER & DATA
SECURITY LAB




LLN

LLN-test $0$

Interference?

Legitimacy
Goal?

OV

'u ﬂ
e vyl

v CYBER & DATA
SECURITY LAB




LLN

LLN-test - $0$

Interference?
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LLN

On Legality, Legitimacy and Necessity (LLN, applied to privacy/surveillance-cases):

Eleni Kosta, Surveilling Masses and Unveiling Human Rights: Uneasy Choices for the Strasbourg Court (Tilburg University 2017)
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Personal data

1) GDPR

2) European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data Protection
Law (2018 edn, European Union Agency for Fundamental Rights and Council of Europe 2018)
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://fra.europa.eu/sites/default/files/fra_uploads/fra-coe-edps-2018-handbook-data-protection_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-coe-edps-2018-handbook-data-protection_en.pdf
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2) European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data Protection
Law (2018 edn, European Union Agency for Fundamental Rights and Council of Europe 2018)
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https://fra.europa.eu/sites/default/files/fra_uploads/fra-coe-edps-2018-handbook-data-protection_en.pdf
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Personal data

GDPR

European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data Protection Law (2018 edn,
European Union Agency for Fundamental Rights and Council of Europe 2018)

2 DATA PROTECTION TERMINOLOGY e O
21, Personaldata ...
Key POINtS o

2.1.1. Main aspects of the concept of personaldata . .83
2.1.2. Special categories of personaldata ...
2.2, Data@ PrOCESSING oo D
Key points oo
2.2.1. The concept of data processing ...
2.2.2. Automated data processing 99

2.2.3. Non-automnated data processing ..o 100
23. Usersof personaldata ... ..
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2.3.1. Controllers and processors e 10T
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24, CONSENL o || )
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Personal data

GDPR

European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data Protection Law (2018 edn,
European Union Agency for Fundamental Rights and Council of Europe 2018)

3 KEY PRINCIPLES OF EUROPEAN DATA PROTECTION LAW 115
3.1. The lawfulness, fairness and transparency of processing prlnclples 117
3.1.1. Lawfulness Df PrOCESSINMG oo N VT

3.1.2. Fairness of ProCessing .. oo 1 180

3.1.3. Transparency of Protessing ... 1 19

3.2 The principle of purpose limitation . ....122
3.3. The data m|n|mlsat|0n prlntlple S I
3.4 The data accuraqr prlnuple S .J
3.5. The storage ||m|tat|0n prlnuple e 129
3.6. The data Securlt\,r prlnuple e 13T
3.7. The acmuntablht\; prlnﬂple 1 34
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https://fra.europa.eu/sites/default/files/fra_uploads/fra-coe-edps-2018-handbook-data-protection_en.pdf

Personal data

GDPR

European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data Protection Law (2018 edn,
European Union Agency for Fundamental Rights and Council of Europe 2018)

6 DATA SUBJECTS’ RIGHTS AND THEIR ENFORCEMENT ... 203
6.1.  Therights of datasubjects ... 206
6.1.1. Righttobe informed e 207

6.1.2. Right to rectification ... Y |

6.1.3. Right to erasure ('the right to be fcrg::-tten } ..o

6.1.4. Right to restriction of processing ... 227

6.1.5. Right to data portability .o 228

6.1.6. Righttoobject . e 229

6.1.7. Automated individual decision- maklng, mcludlng pmflllng Y. £

6.2. Remedlea, liability, penalheg and compensation 236
6.2.1. Right to Ir:-dge a mmplalnt wfrh a supervisory authﬂlnmr e 23T

6.2.2. Right to an effective judicial remedy . ....238

6.2.3. Liability and the right to compensation ... 246

6.2.4. Sanctions oo 2O
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://fra.europa.eu/sites/default/files/fra_uploads/fra-coe-edps-2018-handbook-data-protection_en.pdf

Personal data

GDPR

European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data Protection Law (2018 edn,
European Union Agency for Fundamental Rights and Council of Europe 2018)

8 DATA PROTECTION IN THE CONTEXT OF POLICE AND CRIMINAL JUSTICE ........271
8.1.  CoE law on data protection and national security, police and
criminal justice matters e 21 3
7

8.1.1. The police recommendahon Y.

8.1.2. The Budapest Convention on Cybercrime ... 279

8.2.  EUlaw on data protection in p{)hce and criminal Justlce matters o280

Key points ... ....280

8.2.1. The Data Protection Directive for F'D|ICE' and Crlmlnal Justlr:e Authorrtles 281
8.3.  Other specific legal instruments on data protection in law
enforcement matters ... ) e 29T
CVBER & DATA 8.3.1. Data protection in EU judicial and Iaw enforcement agencies .............300
SECURITY LAB 8.3.2. Data protection in EU-level joint information systems  .....ooooveee... 308
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GEORGIOS BOUCHAGIAR

Postdoctoral researcher on law and technology
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Criterion: ‘identifiability’ (GvvatotnTa T0VTOTOINGNC)

o€ cLVOLOGLLO Kol ue AAAo data

gupeta £vvola — oYEd0V TO TAVTOQ

Nadezhda Purtova, ‘The law of everything. Broad concept of personal data and future of EU data protection law’ (2018) 10(1) Law, Innovation and Technology 40
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Personal data

GDPR

Personal data

Sensitive personal data

Y.
- racial/ethnic origin
- political opinions, religious or philosophical beliefs
- genetic/biometric data
- health data

- sex life/sexual orientation
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GDPR

Personal data processing
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- collection
- storage
- use
- erasure
- destruction
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GDPR

European Union Agency for Fundamental Rights and Council of Europe, Handbook on European Data Protection Law (2018 edn,
European Union Agency for Fundamental Rights and Council of Europe 2018)
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Personal data

& Article 5 $0$

Principles relating to processing of personal data

1. Personal data shall be:
(a) processed lawtfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose
limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (“accuracy’);

(e) keptin a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal
data are processed:; personal data may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with
Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in
order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity
and confidentiality”).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).
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Personal data

& Article 5 $0$

Principles relating to processing of personal data

1. Personal data shall be:
(a) processed lawﬁjll¥= fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose
limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (“accuracy’);

(e) keptin a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal
data are processed:; personal data may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with
Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in
order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity
and confidentiality”).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).
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https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Personal data

GoP® $0$

Article 6
Lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following applies:
(a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes:

(b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request
of the data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is subject;
(d) processing is necessary in order to protect the vital interests of the data subject or of another natural person;

(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such
interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of
personal data, in particular where the data subject 1s a child.
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Personal data

GoP® $0$

Article 6

C Lawfulness oPprocessing

1. Processing shall be lawful only if and to the extent that at least one of the following applies:

(a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes:
|

(b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request
of the data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of another natural person;

(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such
interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of
personal data, in particular where the data subject 1s a child.
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Personal data

& Article 5 $0$

Principles relating to processing of personal data

1. Personal data shall be:

(a) processed lawtfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);
| |

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose
limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (“accuracy’);

(e) keptin a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal
data are processed:; personal data may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with
Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in
order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity
and confidentiality”).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).

CYBER & DATA
SECURITY LAB



https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Personal data

Apygc mov drEmovv TV enelepyucic dEdopuiveV TPOCHTIKOV JUPUKTIPL
1. To 6s60péva TPOCOTIKOD YUPAKTT PO

o vrofdiiovtal o cuvvoun Kol BsLT) enefepyacic e OOV TPOTO GE GYECT] LLE TO DITOKEILUEVO TV OS00UEVOV («VOLLLLLOTI T
. *

avrmslhlsvmétﬂm KO OL0QAvELd ),

f) ovikéyovrar yio kaboplopuévone, prTovs Kdl VOUIULOLE 6KOToVS Kol 6sv vrofdilovial o mepatépm smelepyacio katd Tpdmo
acVUPOTO TPOS TOVS GKOMOVES auTovS 1) mepoltépm smefspyacia Yo okomons apyslobitnong mpoc 1o onudclo cuueépov 1
GKOTODC SMIGTIUOVIKAS 1] IOTOPIKNS EPsuvac 1) GTOTIGTIKODS CKOTOVS 0sv Bsmpsital acopfatny pe tovg opyikoldc GKomong
oOLQ@VA LE To dpBpo 89 mapdypowos 1 («meploploidg TOU GKOTOLR ),

v)  sivol KatdAdnio, ouvaen kot teplopilovial oto avaykdaio yio Toug okomolE Y Toug omolouc vroPdilovial os smeepyacia
(«ehayiotomoinan TV 6860UEVEVY),

0)  sivol okpiPpn Kol, OTav sivol ovoyKoio, EMUKOIPOTO0DVTOL TPETEL va AauPdvovtal 0o To 0A0YH METPO Yo TNV GLEGT] Oy po@n 1)
010pBmcn 0S00UEVEOV TPOCOTIKOD YUpUKTHPL Td omoic sivol avokpifr), os oyécn Ue TOLS OKOMOUC NG emsepyacicg
(«axpipesia»).

g)  OWTNPOVUVIOL DO HOPEPY] TOL EMIPEMEL THV TOVTOTOINGY] TOV DITOKELEVEY TOV 0S00UEVEV LOVO Y1t TO OLEGTNUA OV UIOLTETOL
VIO TOVS OKOMOVS TG smsepyacics TmV 0s00UEVOV TPOGOTIKOD YUpUKTPO” To 6800UEVE TPOGOIIKOY ¥UPUKTPH UTOpPODV Vi
amofnkedovTal Yio. LeyoADTEPO OLOGTIUATO, EQOCOV TO 0E00UEVE TTPOCOIIKOD Yupaktpa Ba vrofdilovion os snelepyacio novo
Yio GKOTOVS opyEl0BETNGNC TPOC TO ONUOGLO CULEEPOV, VIO GKOTOVS STIGTNLOVIKAG 1) LOTOPIKNAS £PSLVOS 1 Y10 GTOTIGTIKOUS
GKOTODE, cuupeva s To dpbpo 89 mapdyparos 1 kot sedcov seappdlovial To. KUTAAANAC TEXVIKG Kol OpYaveTIKA HETP Tov
GTOLTEL O TOPOV KOVOVIGUOS Y1d. T S10GQAAIGT] TOV OIKOIOUATGEY Kol SASUBEpLOV TOV VIOKEIUEVOD TOV 6E00UEVOV («TEPLOPIGHLOC
™G mEPLO60L amobikevangy),

ot) vmoPdiiovial os ensfepyucio KOTA TPOMO TOL £YYLATOL TNV EVOSOELYLEVT] OCQOAELC TV OS00UEVOV TPOCMTIKOD YUPUKTIPC,
LETAED GAAMV TV TPOCTOGIC TOVC 0o 1) EE0VCLOOOTNUEVT 1) TapavoLY sneiepyddaio Kol TuYAid dTMAELN, KATAaTpoot] 1) obopd,
LLE T1] ¥PNGILOTOIMN O KOUTAAANAGVY TEYVIKAOVY 1] OPYOVOTIKOV LETPOV («UKSPUIOTHTO KOl SLUTIGTEVTIKOTNTO).

2. O vasvbovoc snsiepyacias eépsl TNy suBOVY Kot sival o BEom va amoosilsl T copudpemaen pe ™V Tapdypaeo 1 («hoyodoaion).

v CYBER & DATA
SECURITY LAB



https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng

Personal data

& Article 5 $0$

Principles relating to processing of personal data

1. Personal data shall be: ‘avrmez,uevmo’mm’ / Sixona

(a) processed lawtfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);
| |

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose
limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (“accuracy’);

(e) keptin a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal
data are processed:; personal data may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with
Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in
order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity
and confidentiality”).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).
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data are processed:; personal data may be stored for longer periods insofar as the personal data will be processed solely for
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