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H Znuaoia tov Authentication




Tu eivat to Authentication;

Authentication (Mwotomoinon) eival n dtadikacia emaAnBevong Tng TavtdéTNTAC EVOC XPNOTN,
OLOKEULNC I CUOTNPATOC.

Baolkeg Evvoleg:

o Authentication: "Molog eical;" (Who are you?)
e Authorization: "Tt emttpénetal va kavelg;" (What can you do?)
e ldentity: H ynolakn tavtoTnTa TOL XPAOTN

Mapadeiypata:

Username/Password

Biometric authentication (dakTtuAilka anotunwpata, FacelD)

Hardware tokens (YubiKey)
One-Time Passwords (OTP)
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[ati eivat kpiowpo yia Mobile Apps;

NMpootacia Asdbopevwy

e MpoOWTILKEG TANPOYPOPIEG XPNOTWV
e OlkovouLKA dedopeva (MANPWHEG, TPATIECLKEG GLUVAAAAYEQ)
e EvaioBnta dedopeva vyeiag, emikolvwyviag

Epniiotoolvn Xpnotwyv

e OL XprOTEG MPEMEL VA EUTILOTELOVTAL TNV €Pappuoyn pe ta dedopeva Toug
e 'Eva security breach pymopei va katactpePeL TN enNUN YLag EQApPoyng
e GDPR kat aAAoL VoULKOL Kavoviopol amattolv Loxupn mpootacia

@ -
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AntielAecg & Kivduvol

Jouvnoiopeveg EmbeoeLq:

1. Credential Stuffing: Xprnon kAeppevwyv credentials and dAAa breaches
2. Man-in-the-Middle (MITM): Yok AoTtf emikolvwviag

3. Phishing: E€anatnon xpnotwyv yia kAomn credentials

4. Session Hijacking: KAotr active sessions

5. Brute Force: Aoklurn mMoAAwv cuvovacpwyv passwords

EruuntAeov Pioko oti¢ KivnTEQ ZUOKEVEG:

e KAoTrj/amwA€gLla CUOKELNG

e Insecure local storage

e Reverse engineering TNG €QApPUOYNGg
e Malicious apps otnv idta cuokeun
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Apxec Aopalelag otnv AvBevtikomoinon Xpnotwy

1. Defense in Depth
[MToAAarmAa enineda acPalelag, oxL HOVO €va

2. Least Privilege
EAaxiota anapaitnta dikatwpata ylta kabe xpnotn/dtadikacia

3. Never Trust, Always Verify
‘EAeyxo¢ o€ kaBe request, oxL povo oto login

4. Secure by Default
Acwpaleic puBpioelg ano tnv apxn, oxt opt-in

5. Fail Securely
2e MepIiMTWON OPAAPATOG, TO cLOTNUA va PNV ekBeTel dedopeva
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[Mapayovteg avBevTIKOTOLNONG

Something You Know (I'vwon)

e Password, PIN, Security Questions

Something You Have (Katoxn)

e Mobile device, Security token, Smart card

Something You Are (Blopetpika)

e Fingerprint, Face recognition, Iris scan, Voice

Multi-Factor Authentication (MFA)
>uvduaopog 2 N neploocotepwy factors ylia av€nuevn acpaleta

e 2FA: AVo factors (1.x. password + SMS code)
e 3FA: Tpelg factors (omdvio o€ mobile apps)

@
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Token-Based Authentication:

20yXpovn TPOoCEYyyLon Xwpeic sessions




Session-Based vs Token-Based Authentication

Traditional Session-Based: Token-Based Authentication Flow

[Client] ---> Login ---> [Server] [Client] ---> Login (credentials) ---> [Server]
<--- SessionID <--- <--- Access Token (user data + signature)<---

---> Request + Token ---> [Server]
[EmaAnBevon token xwpig state]
<--- Response <---

---> Request + SessionID --->
[Server €Aeyxog otn pvnAun/DB]
<--- Response <---

, MAeovekThpata:
MelovekTnuata:

S o , , o Stateless: O server 6ev kpatdel session state
e Stateful (server mpemel va Kpatael sessions , , .
, ( , P P ) e Scalable: EUkoAn KAlpakwaon oe MOAAQ servers
e AUOKOAN KAlpdkwon (scaling) . , . :
, e Cross-Domain: Aeittoupyei oe dLapopeTika domains

e MpoBARuata oe distributed systems . . : :
e Mobile-Friendly: 16avik6 yia mobile apps
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JWT - JSON Web Tokens

Aopn evog JWT:

header.payload.signature

Mapadeiypata:

eyJhbGciOiJIUzITNiIsInRScCI6IkpXVCJ9.

eyJzdWIiOiIXMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRG91IiwiaWFOI joxNTE2MjM5MDIyfQ.
ST1KxwRJSMeKKF2QT4fwpMeJf36P0Ok6yJV_adQssw5c
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JWT - JSON Web Tokens

Header (Base64 encoded): Signature:

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),

secret

2npavtiko: To JWT eival signed aAAd oyt
encrypted!

// Subject (user Mnv Balete evaiobnta dedopeva oto payload.

// Issued At
// Expiration
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JWT Standard Claims

Registered Claims (RFC 7519):

e iss (Issuer): Nolog e€€dwoe 10 token

e sub (Subject): lNa motov givat to token (user ID)
e aud (Audience): lNa molov mpoopiZetal

e exp (Expiration): Mote Anyet (Unix timestamp)

e nbf (Not Before): Mote apxidel va LoxLel

e iat (Issued At): Note ekdobnke

e jti (JWT ID): Movadiko identifier

Custom Claims:
Mmopeite va mpooBeoete custom fields:

{

"role":
"permissions”:
"tenant_id":
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Access Tokens vs Refresh Tokens

Access Token:

e JUvTopn dlapkela (15 Aentd - 1 wpa)
e Xpnowpgomoteitat yta APl requests
e Av KAamel, meploplopevn {nuLa Aoyw expiration

Refresh Token:

Makpa diapkela (NUEPES - UAVEQG)

Xpnolgomoleital yovo yla va mapel veo access token

AmoBnkeletal secure (encrypted storage)

Mmiopei va avakAnBei (revoked) amno tov server

Token Rotation:
KaBe @opa mou xpnotgomoleital to refresh token, ekdidetal veo refresh token (yLa extra security).
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Token Storage & Security

Movu va anodnkeboovpe tokens oto mobile;

Oxu: Nat:

e Plain text files
e SharedPreferences/UserDefaults xwpig encryption
e Application memory (povo)

BEATLOTEG TIPAKTLKEG:

1. Encrypt refresh tokens

2. Access tokens pmopouv va givat oe memory (short-lived)
3. Clear tokens on logout

4. Implement token expiration checks

e i0S: Keychain Services
e Android: EncryptedSharedPreferences, Keystore

 React Native: react-native-keychain, expo-secure-
store

G
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ErukOopwon & EmaAnBgvon Token

Server-Side Validation:

1. Verify Signature: EAeyxog Ot1L TO token dev €xel Tpomomnolndei
2. Check Expiration: EAeyyxoq 48] claim

3. Validate Issuer: EAeyxo¢ claim

4. Check Audience: EAeyxog claim

5. Check Revocation: EAeyxog o€ revocation list (optional)

Client-Side:

// Decode JWT (xwpic¢ verification)
decoded = JSON.parse(atob(token.split( y[1));

// EAeyxoc expiration
(decoded.exp * < Date.now()) {
// Token expired, xpeialetail refresh

}

2nueiwon: Emkupwon (verification) kavetl povo o server!
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Authorization Framework: OAuth 2.0 & PKCE
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Tu eivat to OAuth 2.0;

OAuth 2.0 eival €va authorization protocol (0xL authentication!).

Baoiko MpopAnpa mov Avvel:

Mwg va dwoel evag xpnotng o€ pLa epappoyn npoopaocn ota dedopeva Tov, XWPLG va poLpacTel 10
password Tou;

Mapaderypa:

e O¢Aw n mobile app pov va aveBaoel photos oto Google Drive
e Aev BeAw va dwow t1o Google password pov oTNV app

XapaktTnploTLKA:

e Delegated authorization
e Scoped permissions
e Token-based
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OAuth 2.0 Roles

1. Resource Owner (Xpriotng)
O 16loKTATNG TwV dEdOPEVWYV

2. Client (Mobile App)
H epappoyn mou {ntasl mpoofaocn

3. Authorization Server
Ekdidel tokens peta amo €MITUXN TMLOTOTOLNON
(n.X. Google, Facebook, Auth0)

4. Resource Server
®dLAo€evel Ta mpootatevpeva dedopeva
(n.x. Google Drive API, Facebook Graph API)

2nueiwon: Authorization Server kat Resource Server ynopei va €ivat to id6to cvotTnua.

T


mailto:riggas@ionio.gr

Authorization Code Flow (Baotko)

[Molee App] MpoBAnua xwpic PKCE (Proof Key for Code
| 1. Redirect to /authorize pe client_id, scope, redirect_uri EXChange):

N Malicious apps pUmmopouLV va LTIOKAEPYOULV TO

[Authorization Server]

| authorization code.
| 2. Xpnotng kavel login & approve

[Redirect URT] Abon - PKCE (RFC 7636):
|

| 3. Authorization code emlotp€pel otnv app
%

[Mobile App]
|

| 4. Exchange code y1la access token (+ refresh token)

. App dnptlovpyei code_verifier (random string)
. YnoAoyiZel code_challenge = SHA256(code_verifier)
. XteAvel code_challenge otov authorization request

A WO N =

[Aut\éorization Server] . Otav kavel exchange tou code, cTEAVEL TOV

| code_verifier

[Mobzle App e tokens! ] 5. Server emaAnBevel: SHA256(code_verifier) ==
code_challenge

— Movo 1o app movu €ekivnoe 1o flow pymopet va
oAokAnpwoel 1o exchange!
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OAuth Scopes

T eival Ta Scopes;
KaBopidouv TL Otkatwpata ¢nTagL n e@apuoyn.

Mapadeiypata:

scope=openid profile email // 0IDC basic
scope=read:calendar write:calendar // Google Calendar

scope=user :email repo // GitHub
scope=photos.read photos.write // Custom API

Best Practices:

e ZNTAOTE PHOVO TA SCOpES TOL XPELALEDTE
e EEnynote otov xpnotn yLati Ta xpeltaleote
e Mniopeite va {ntnoete emimA€ov scopes apyotepa (incremental authorization)
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Identity Layer mavw oto OAuth: OpenID Connect (OIDC)

22



OAuth vs OpeniID Connect

OAuth 2.0:

e Authorization protocol
e "Mmiopei to app va ditaBaocel Ta emails pou;"
e Alvel access tokens yia APl access

OpenlID Connect (OIDC):

Authentication protocol

"Molog eival avtog o xpnotng;"

Enektaon tov OAuth 2.0
Aivel ID tokens + access tokens

OIDC = OAuth 2.0 + Identity Layer

o
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ID Token (JWT)

Tu eival to ID Token;
Eva JWT 1ov TtepLEXEL TIANPOYOPIES TAVTOTNTAG XPHOTN.

"iss":
"sub":

n eXp n :

"iat":

"name"” :

"email":
"email_verified":
"picture”:

Awagpopa ano Access Token:

e |ID token ylLa Tnv TALTOTNTA TOUL XPNOTN
e Access token yla mpooBaon oe APls
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Social Login Providers: Google, Facebook, Apple, GitHub k.a.
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ltati Social Login;

MAeovektnpata yia Users:

e Aev xpelaletal veo password

e Ipnyopn eyypaen (one-click)
e Trusted providers (Google, Apple, etc.)

MAeovektnpata yia Developers:

e Mewwpevn avdantuén (dev @TLdxvelg auth system)

« KaAUtepn aocpaAela (providers €xouv security teams)
e Built-in 2FA amo providers

e Profile data (name, email, photo)

MelovekTnpata:

e E€aptnon amno third-party services
e Privacy concerns
e Terms of Service limitations

o
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Cloud Authentication Services: Firebase, AWS Cognito, Supabase, Auth0Q

27



Tu eivat ta Cloud Auth Services;

Managed Authentication Solutions:
[MANpeLc authentication/authorization vmnpeocie¢ w¢ cloud services.

TL ipocPEPOULV:

e User registration & login

e Social providers integration

e Multi-factor authentication (MFA)
e Password reset flows

e Session management

 User management dashboard

« SDKs ylta mobile/web

[MAeoveKkTnpata:

fpyopn avamntuén
Proven security

Scalability
Compliance (GDPR, SOC?2)

.
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Firebase Authentication

XapakTnpLloTLKaA:

e Google product (free tier available)
e Easy integration pe aAAa Firebase services
 Realtime Database, Firestore, Cloud Functions

Supported Providers:

e Email/Password
Phone (SMS)
Google, Facebook, Apple, Twitter, GitHub, Microsoft

Anonymous authentication

Custom authentication (ue tokens)
Pricing:

e Free: Unlimited users
e EmumA€ov xpewoelg yta Phone Auth (SMS costs)

o
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Firebase Auth - Implementation

// React Native + Firebase
auth

// Email/Password Sign Up
signUp = ( ) => {
{
userCredential = auth()
.createUserWithEmailAndPassword(email, password);

. log( , userCredential.user.uid);
(error) {
.error(error);

// Google Sign In
{ GoogleSignin }

signInWithGoogle = () => {
{ idToken } = GoogleSignin.signIn();
googleCredential = auth.GoogleAuthProvider.credential(idToken);
auth().signInWithCredential(googleCredential);
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Firebase Auth Features

Email Verification:

user = auth().currentUser;

user.sendEmailVerification();

Password Reset:

auth() .sendPasswordResetEmail(email);

Phone Authentication:

confirmation = auth() .signInWithPhoneNumber (phoneNumber) ;
credential = confirmation.confirm(code) ;

Custom Claims (yta authorization):

// Backend - Admin SDK
admin.auth().setCustomUserClaims(uid, {

role: )
permissions: | ]
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Secure Storage oe Mobile: AtoGnkevon Credentials & Tokens
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Storage Security Challenges

AmtelA€c oto Mobile:

Device Theft/Loss: duoikn mpodécoBacn oTn CLUOKELN
. Malware: KakoBouAeg epappoyeg otnv idla cuokeun
. Rooted/Jailbroken Devices: Katdpynon security restrictions

1.
2
3
4. Backup Exposure: Unencrypted backups (iTunes, iCloud, Google)
5. Memory Dumps: Forensic analysis

6

. Reverse Engineering: E€aywyn kAeldlwwv anod 1o app binary

TL MpEMEL va POCTATEVOOVE:

e Access tokens (short-lived, aAAd evaicbnta)

e Refresh tokens (long-lived, moAv kpiotpal)

e User credentials (mote dev mpemnel va anobnkevovtatll)
 API keys, secrets

ol 2
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iOS - Keychain Services

TL eival To Keychain;
Encrypted storage amo 1o iOS yia evaicbnta 6edopeva.

XapakTnpLloTLKaA:

e« Hardware-backed encryption (Secure Enclave)

Protected pe device passcode

Isolated per-app (by default)
Mmiopei va sync petafu devices (iCloud Keychain)

Survives app uninstall (optional)

s
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Android - Keystore System

Android Keystore:
Hardware-backed key storage (o€ devices pye Trusted Execution Environment).

XapakTnpLloTLKaA:

e Keys dev pmopouv va extracted amno to device
e Crypto operations oto hardware

e User authentication required (biometric/PIN)
» Key invalidation on security events

ol a5
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[nyeg¢ & Resources

Documentation:

e OAuth 2.0 RFC 6749
« PKCE RFC 7636
e OpenlD Connect Spec

Tools & Libraries:

e jwt.io - JWT debugger
e Firebase Docs

Learning:

e OWASP Mobile Security
e OWASP Authentication Cheat Sheet


https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7636
https://openid.net/connect/
https://jwt.io/
https://firebase.google.com/docs/auth
https://owasp.org/www-project-mobile-security/
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
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