Exmtaudevutikdg O8nyog: Epevva Web Investigation Blue Team Lab
(CyberDefenders)

Elcaywyn

Avtdg 0 08nyd¢ BaaoiCetat oto epyactriplo (lab) "Web Investigation" tng mAatgdpuag CyberDefenders, to
omol(o €0TldleL 0TV avdAvon emB€cewy otov W0TO Héow apyelwyv PCAP (Packet Capture). To oevdplo
agpopd pa entiBson o€ €va online PBiBAlomtwAelo, dTov €vag emitiOEUEVOQ eKETAAAEVETAL EVTTAOELEG SQL
Injection (SQLi), avaKAAUTITEL KPUPOUG KATAAOYOUG, ELCEPXETAL LLE TILOTOTIOUTIKA KAl AVERALEL KAKOBOVAO
KWOKA.

Ztoxot Mabnong:

e Katavénon tng avdvong diktuou pe epyareia omwg Wireshark kat NetworkMiner.

e Avayvwplon TeXVIKWY emB€oewy (T.x. SQLI, Directory Brute-Forcing, File Upload).

e Xtlowo xpovoAoywol mAdvouv eniBeong (Timeline) ywa forensic €épevva.

e Inuaocia yewypawkng avdAvong IP kat avdAvong User Agents yla threat intelligence.
Mpoamattovpeva:

e Eykatdotaon Wireshark (Swpedv) kat NetworkMiner (dwpedv trial).

e To apxelo PCAP tou lab (Stabéoiuo otny mAat@opua CyberDefenders).

e Baoweég yvwoelg HTTP, SQL kat forensic networking.

Inueiwon ywa Eikoveg To apxiKO ApOpo Oev TEPLEXEL EVOWUATWUEVES EIKOVEG. ZTOV TTAPOvVTA 0dNnYyo,
TEPLYPAQW AETTTOUEPWG TA PrLATA OTE VA UTTOPEITE VO AKOAOUONOETE EVKOAA. ZUVIOTW va TpaPrigete
screenshots katd tnv ektéAdeon (m.x. and Wireshark) yla tig onuewwoelg oag. Av xpeldleote mapaywyn
gwovoypagnuatwy (m.x. mockup 08évng Wireshark), emiBefaiwote yla va mpoxwpriow o€ dnuovpyla.

O 0dnyd¢ xwplletal og epwtrioelg (Q1-Q9), ue Pripata, eEnynoelg, epyaiela kat flags (amavtroelg). Kabe Q
neplAappavel Oewpntkn Bdaon yia fadlTepn Katavonon.

Q1: Avayvwption IP EmtiOgpevou

Epwtnon: Nvwpilovtag to IP Tou emtiB€uevou, UopoUe Vo avaAUOOUVUE OAEG TIG EVEPYELEG OXETIKEG UE
auvTd Kat va KaBop(oOVE TO EVPOC, TN SLAPKEL KAL TIG TEXVIKEG TNG emiBeong. Mmope(te va dwoete To IP
TOU ETTIOEUEVOV;



Length Info

83297 1984, .124 .250.131 507 HTTP/1.1 424 Not Found (
83298 1984.548386 N ndpoints .250.131 507 MTTP/1.1 4@4 Not Found (
83259 1984,548388 . .250.131 HTTP 507 HTTP/1.1 424 Not Found (
83300 1984.54839%2 .124 #.250.131 HTTP 507 HTTP/1.1 424 Not Found (
83301 1984,548392 .124 1,250,131 HTTP 507 HTTP/1.1 404 Not Found (
83382 1984.548912 .23 o Time .22.98 Tcp 66 35872 » B0 [ACK] Seq=184]
83303 1984,548912 . .22.98 TCP 66 360084 » 80 [ACK] Seqel Ac
83384 1984.549629 .23 2 .22.98 HTTP 171 GET /vsadain.html HTTP/1.

83305 1984.549629 . . 2 .22.98 HTTP 170 GET /vsadmin.bak HTTR/1.1

83386 1984.5503%4 .23 ONC-RIC & .22.98 TcP 74 36012 » 88 [SYN] Seq=0 Wi
83307 1984.550394 . Tcp 74 36020 » 80 [SYN] Seq=0 Wi
83388 1984.5503%4 TCP 74 36032 » 80 [SYN] Seq=0 Wi
83399 1984.550394 HTTP 178 GET /vsadmin.php HTTP/1.1
§3310 1984,5503%4 TCP 74 36022 » 6@ [SYN] Seq=8 Wi
83311 1984.550394 HTTP 163 GET /vuln HTTP/1.1

83312 1984,550354 TCP 74 35034 » B0 [SYN) Seqe8 Wi

83313 1984.550394 3 170 GET /vsadmin.txt HTTP/1.1
83314 1984.5503%4 . 2 . 22. 168 GET /vuln.html HTTP/1.1
3 HTTP 167 GET /vuln.txt HTTP/1.1
83316 1984.550418 = .22, HTTP 167 GET /vuln.php MTTP/1.1

83317 1984.558418 HTTP 167 GET /vuln.asp HTTP/1.1
83318 1984.550418 HTTP 167 GET /vuln.cgi MTTP/1.1
83319 1984,.550418 HTTP 166 GET /wuln.js HTTP/1.1
83320 1984.550418 HTTP 167 GET /vuln.axd HTTP/1.1
83321 1984.550418 HTTP 170 GET /vsadmin.axd HTTP/1.1
83322 1984.550957 HTTP 587 HTTP/1.1 484 Not Found (
83323 1984,550962 HTTP 507 HTTP/1.1 424 Not Found
83324 1984.550564 HTTP 587 HTTP/1.1 424 Not Found (
83325 1984.550%¢66 HTTP 507 MTTP/1.1 424 Not Found |
83326 1984.550967 TP 74 82 + 36012 [SYN, ACK] Sec
83327 1984 .550969 TCP 74 82 -+ 36020 [SYN, ACK] Sec
83328 1984.550971 TCP 74 80 -+ 36032 [SYN, ACK] Sec
83329 1984.558973 TCP 74 82 -+ 36022 [SYN, ACK] Sec
83330 1984.550974 Tce 74 B0 + 36034 [SYN, ACK] Se¢
83331 1984.550976 HTTP 526 HTTP/1.1 484 Not Found
83332 1984,550977 TP €6 80 » 35004 [ACK] Seqe2

2 External Ip 111.224.250.131 and 170.40.150.126 has builded connection with 73.124.22.98 which is online bookstore site

Oswpntiky Bdon: e forensic €peuveg, n tavtomoinon IP elvat to mpwto Pripa (I0C - Indicator of
Compromise). YPnAdg Sykog Takétwy umodnAwvel dpactnpdtnta, evwy User Agents amoKaAUTTOUY
gpyaAeia (m.x. GoBuster yia directory scanning).



-
’ “ wrzw Rk Attacker IP Address

(- MAC: 005056C0000A
R NIC Vendor: VMware. Inc.
M MAC Age: 2000-01-04
Hostname:
0S: Unknown
TTL: 63 (distance: 1)
Open TCP Ports:
£ Sent: 44320 packets (6.659.015 Bytes), 0.00% cleartext (0 of 0 Bytes)
{a Received: 44164 packets (20.681.338 Bytes). 0.00% cleartext (0 of 0 Bytes)
Incoming sessions: 0
- ¢7 Outgoing sessions: 615
=] Host Detais
Web Browser User-Agent 1
Web Browser User-Agent 2
Web Browser User-Agent 3
Accept-Language 1:en-USen.q=u.
Cobalt Strike or Metempreter URI 1 : bookworldstore com/ mysql_héstory htmi
Cobalt Strike or Metempreter URI 10 : bookworldstore com/annual js
CobaltStrike or Metermpreter URI 11 : bookworldstore com/array.axd
CobaltStrike or Metemreter URI 12 : bookworddstore com/attach_mod php
CobaltStrike or Metemreter URI 13 : bookworldstore com/attachment cgi
CobaltStrike or Metempreter URI 14 : bookworldstore com/autodiscover.asp
CobaltStrike or Metemreter URI 15 : bookwordstore com/avatar js
CobaitStrike or Metempreter URI 16 : bookworldstore com/bak bak

/20100101 Firefox/115.0

Brjpnata:
1. Avo(&te to apxelo PCAP oto Wireshark kat oto NetworkMiner.

2. Xto Wireshark, mnyaivete Statistics > Conversations (IPv4). Oa delte 500 eEWTEPIKES CUVOETELG OTO
BBAomtwAe(lo (server IP: 73.124.22.98).

3. ZuykplveTe Ta taketa: To €va IP €xel TOAV teploodTepa TTaKETa (UTTOPNPLO ETUUTIOEUEVO).

4. EmPeBawwote oto NetworkMiner: EmiAé€te to host kat eA€ygte User Agents yla gpyaAela Omwg
GoBuster (directory brute-force) kat SQLMap (SQLi tool).

EpyaAeia: Wireshark (Statistics), NetworkMiner (Hosts > User Agents).
Q1 @ By knowing the attacker's IP, we can analyze all logs and actions related to that IP and determine

the extent of the attack, the duration of the attack, and the techniques used. Can you provide ~
the attacker's IP?

Weight : 2 | Solved : 1406 | Average Solve Time: 1min

111.224.250431 » Submit




Q2: Mewypapkn MpoéAevon IP

Epwtnon: Av n yewypawikr tpogAgvon evog IP elval amd meploxr xwp(g EUTOPIKES OXETELS UE TO SlkTLS
Hag, avtd pmopel va utodnAwveL oToxeLUEVN eMiBeon. Mmopelte va kaboploete TNV TOAN TPOEAELGNG TOV
ETUTIOEUEVOV;

Otwpntiky Bdon: H GeolP avdAuvon evowpatwvetat oe SIEM (m.x. Splunk) yia anomaly detection.
ATtpooddknteg TomoBealeq (Tt.X. EKTOG EE yla eupwmaiko site) evepyormotovy alerts.

Brjuato:
1. Xpnowomoujote epyaAelo GeolP lookup (1.x. https://whatismyipaddress.com/ip-lookup).
2. Ewoaydyete to IP amd Q1: 111.224.250.131.

3. AwPdote ta aroteAéopata: ISP, xwpa, TOAN.

C = whatssmyipaddress.com/ip-lookup

@ whatis o Comorti e [ Qsearch |
I) MylPAddress

MY IP 1P LOOKUP HIDE MY IP VPNS v TO(

% Look up IP Address Location

If you can find out the IPv4 or IPv6 address of an Internet user, you can get an idea
what part of the country or world they're in by using our IP Lookup tool. What to do:

Enter the IP address you're curious about in the box below, then click "Get IP Details."



https://whatismyipaddress.com/ip-lookup

IP Details For: 111.224.250.131

Decimal: 1877015171
Hostname: 111.224.250.131
ASN: 4134

ISP: ChinaNet Hebei Province
Network

Services: None detected

Assignment:

Country: China

State/Region: Hebei
Cily: Shijiazhuang Leaflet | © OpenStreetMap Terms
Latitude: 38.0416 (38° 2/ 29.76"” N)

Longitude: 114.4781 (114° 28" 41.09” E)

CLICK TO CHECK BLACKLIST STATUS

Latitude and Longitude are often near the center of population. These values are not precise enough to be used to
identify a specific address, individual, or for legal purposes. IP data from

EpyaAeia: Online IP Lookup Tool.

Q2 @ If the geographical origin of an IP address is known to be from a region that has no business or
expected traffic with our network, this can be an indicator of a targeted attack. Can you A
determine the origin city of the attacker?

Weight : 2 | Solved : 1344 | Average Solve Time: Tmin

Shijiazhuang » Submit

Q3: Tavtomoinon EvaAwTtou Script

Epwtnon: H tavtomoilnon tov ekpetarAevpévou script fonda tig opddeg ao@aielog va evtomiocouy tnv
akpPr} eutdBela. MTtopeite va SWoeTe TO dvoua TOu EVAAWTOV script;

Oswpntiky Baon: SQLi (CWE-89) ekpetaAlevetal un @Atpaplopéva inputs. To OWASP Top 10 TO
katatdooel YnAd- patches mwg prepared statements elvat artapaitnta.

Brjpata:
1. Xto Wireshark, mnyaivete Statistics > HTTP > Requests.

2. Outpapete ywa SQLi patterns (1.x. ' UNION SELECT) amd to IP Tou emitiBguevou.



3. Evtomiote To script UE TIG TEPLOOATEPEG UTTOTTES AUTHOEL,.

EpyaAeio: Wireshark (HTTP Requests).

2 28.277413
3 28.374543

26 38.193887
27 38.198449
28 38.198650
29 38.199@55
30 38.199448
31 38.199610
32 38.200145
33 38.225@95
34 38.225622
35 38.274713
36 38.291874

0 to R2 Ethernet0/0]

73.124
17@.4¢

73.124

Statistics T ony reless Help

Capture Fil Ctrl+Alt+Shift+C

DNS
Flow Graph
HART-IP
HPFEEDS
HTTP Packet Cc
HTTP2 Requests
Load Distribution
TCP Stream Graphs Request Sequences

UDP Multicast Streams

de Server Pooling (RSerPool) - TCP 5
SOME/IP Pk HTTP 46/

! TCP 5
DN HTTP 77
HTTP 40
Pv4 Statis -150. HTTP 51
IPV6 Stat i 122
S 22, HTTP



B A O N RO L XS T TG TR SN I T Cacr A (e (2N Y SS 2SI ST script ST T Ctable rama MI0MROMEAIniormation schema tabley

Q3 @ Identifying the exploited script allows security teams to understand exactly which vulnerability
was used in the attack. This knowledge is critical for finding the appropriate patch or
workaround to close the security gap and prevent future exploitation. Can you provide the
vulnerable script name?

Weight : 3 | Solved : 1235 | Average Solve Time: 6min

search.php » Submit

Q4: Mpwtn SQLi Eni®eon (Timeline)

Epwtnon: Kablepwvovtag To xpovodidypappa tng emiBeong amd tnv apyikr TPooTAaBeLa EKIUETAAAEVONG,
Ttolo elvat To TAnpeg Request URI tng mpwtng SQLi amd tov emitiBuevo;

OswpnTiKy Baon: To timeline construction (.. pe Plaso) fonBd otnv agriynon tng emi®song (ATT&CK
T1078). ®(Atpa IP teplopilouvv BSpufo.

Brjnata:
1. Statistics > HTTP > Requests.
2. Egapudote @idtpo: ip.addr==111.224.250.131 && ip.addr==73.124.22.98.
3. Kdvte kA Find yla xpovoAoykr oelpd — to pwto URI pe SQL.

EpyaAeia: Wireshark (IP Filter).



¥ Time

ip.addr==111.224.250.131 && ip.addr==73.124.22.98

Source

Destination

Protocol Length

368 1482.999647 111.224.250.131 73.124.22.98 HTTP 452
367 1480.460416 111.224.250.131 73.124.22.98 TCP 6€
366 1480.456998 73.124.22.98 111.224.250.131 TCP 74
365 1480.456665 111.224.250.131 73.124.22.98 TCP 74
364 1475.707498 111.224.250.131 73.124.22.98 TCP 6€
363 1475.706235 73.124.22.98 111.224.250.131 TCP 6€
362 1475.705231 111.224.250.131 73.124.22.98 TCP 6€
360 1470.704794 111.224.250.131 73.124.22.98 TCP 6€
359 1470.704366 73.124.22.98 111.224.250.131 HTTP 462
358 1470.702895 73.124.22.98 111.224.250.131 TCP 6€
357 1470.702710 111.224.250.131 73.124.22.98 HTTP 452
356 1470.699506 111.224.250.131 73.124.22.98 TCP 6€
355 1470.698907 73.124.22.98 111.224.250.131 TCP 74
354 1470.698686 111.224.250.131 73.124.22.98 TCP 74
L 353 1450.033187 73.124.22.98 111.224.250.131 TCP 6€
352 1450.033160 111.224.250.131 73.124.22.98 TCP 6€
351 1450.032998 111.224.250.131 73.124.22.98 TCP 6€
350 1450.032661 73.124.22.98 111.224.250.131 TCP 6€

349 1450.032486

73.124.22.98 111.224.250.131 HTTP

348 1450.030863 73.124.22.98 111.224.250.131 TCP 6€
347 1450.030622 111.224.250.131 73.124.22.98 HTTP 433
346 1450.028071 111.224.250.131 73.124.22.98 TCP 6f

345 1450.027449 73.124_.22 98 111.224_.250.131 _TCP

N ipaddr==111.224.250.131 && ip.addr==73.124.22.98

Packet list v Narrow & Wide v Case sensitive String

¥ Time Source
368 1482.999647 111.224.250.131
367 1480.460416 111.224.250.131
366 1480.456998 73.124.22.98
365 1480.456665 111.224.250.131
364 1475.707498 111.224.250.131
363 1475.706235 73.124.22.98
362 1475.7@5231 111.224.250.131
360 1470.704794 111.224.256.131
359 1470.7@4366 73.124.22.98
358 1470.702895 73.124.22.98
387 1474 7042714 111.224_25A.131

Destination Protocol Length Info

73.124.22.98 HTTP 452 GET /search.php?search=bo¢
73.124.22.98 TcP 66 47074 » 8@ [ACK] Seq=1 Acl
111.224.250.131 TCP 74 80 » 47074 [SYN, ACK] Seg:
73.124.22.98 TCP 74 47074 » 80 [SYN] Seq=@ Wit
73.124.22.98 TCP 66 53946 » 8@ [ACK] Seq=388 J
111.224.250.131 TCP 66 80 + 53946 [FIN, ACK] Seg:
73.124.22.98 TCcp 66 53946 » 8@ [FIN, ACK] Seg:
73.124.22.98 Tce 66 53946 » 8@ [ACK] Seq=387 J
111.224.250.131 HTTP 462 HTTP/1.1 200 OK (text/htr
111.224.250.131 TCP 66 80 -+ 53946 [ACK] Seq=1 Acl
73.124 .22 AR HTTP 452 GFT /search. nhn?sparchab

Q4 @ Establishing the timeline of an attack, starting from the initial exploitation attempt, What's the
complete request URI of the first SQLi attempt by the attacker?

Weight : 3 | Solved : 1191 | Average Solve Time: 6min

/search.php?search=book%20and%201=1;%20--%20- » Submit

Qs5: URI ya Atapdoipo Databases

Epwtnon: Mmopelte va dwoete to TANpeG Request URI mou xpnotpomowiOnke yia avdyvwon Twv
dlaB€ouwy databases tov web server;



OswpnTiK Bdon: Union-based SQLi e€dyet metadata (INFORMATION_SCHEMA). Autd SelyveL escalation amd
reconnaissance oe data exfiltration.

Brjuato:

1. Zto Wireshark, epapudote @Atpo HTTP ywa SQLi URIs (artd Q3-Q4).

2. Wd4gte vy query pe INFORMATION SCHEMA.SCHEMATA «kat hex-encoded strings (m.x.
0x7178766271).

Q5 @& Can you provide the complete request URI that was used to read the web server available
databases?

Weight : 3 | Solved : 952 | Average Solve Time: 42min

/search.php?search=book?%277%20UNION%20ALL%20SELECT%20NULL%2CCONCAT%280x; » Submit

Q6: Mivakag Xpnotwv
Epwtnon: Na eKT(Unon EMITTWOEWY, TTOLO £(val TO Gvoua TOL TtivaKka e SESOUEVA XPNOTWY TOV site;

Oswpntiky Bdaon: Data breach assessment (GDPR Art. 33) amattel tavtonoinon sensitive data (.. users
table = PII).

Brjpata:
1. Amd mponyouuevn SQLiresponse, onpewote frame number 1] port.
2. OWtpdpete Wireshark: frame.number == X rj tcp.dstport ==Y.

3. EA€y&te GET request/response yua table names (7t.x. users).



EpyaAeia: Wireshark (Frame/Port Filter).

wats (5 m Images (9) Messages Credertials (5) Sessions (673) DNS  Parameters (335126) Keywords Ancmales
Finer keywors poschobe |

Framere.  Flename Bxtersion Siwe  Source host S.pot
1308 search pho{153] hemd =i 2188 73.124.22 58 bockwoddstore com]  TCP 80
1319 search pho154] hed hemd 27SB 731242298 hoskwordstere com)  TCP 20
1325 search phe{155] hemd he=d 10166 73124 22 58 pockwoddstore com]  TCP 80
search pro{156] hemd he=d 1798 731242258 pockwoddstore com)]  TCP 20
search php{157] Hemd Fe=d 1798 73124 22 58 bookwoddstore o TCP &0
search pho{158] emi hemd 1798 73124 22 58 boskwoddstore CPeo
search php{155] hemd he=d 1798 73.124.22 58 bockwoddstore com]  TCP 80
search pro{160] hed hest 1798 7212422 58 pockweddstere com)  TCP 20
search php|161] heml hemd 1738 73124 2258 bockwoddstore com]  TCP 80
search pho{162] hemd hesd 1736 73124 2258 pockwoddetore com)  TCP 80
search pho{163] Homi heml 1798 73124 22 58 pockwoddstore com]  TCP 80
a2 search prol164] el hei 1798 73124 22 58 poskwoddstors com)  TCP 20
1445 search pho|165] heml sl 1798 73.124 22 98 pockworddstore com]  TCP 80
145 search pro|166] hed hesd 1736 73124 2258 pockwoddore con)  TCPE0
1482 search pho| 167] hemd hemid 1738 73124 22 58 pockworddstore com]  TCP 0
147% sedrch pho{168] hemi el 1758 731242256 pockwoddatore com)  TCP S0
1510 i hemd 1778 7312422 58 bockwoddstore com]  TCP 80
1520 he=d 2548 731242258 pockweddgtor com]  TCP 20
1518 hemi 1778 73124 22 98 bockwoddstore com]  TCP 80
1548 Mol 2058 73124 22 56 pockwoddstom com]  TCP 50
1566 hemd 1778 73124 22 58 bookwoddstore com)  TCP 80
157% hesd 2538 73124 22 58 poskwoddstore TCPE0
1529 hemd 2038 72124 22 58 pockwordstore o TCP 20
1802 he=d Lol 73.124.22 58 poskwoddstorn ] TCPE0
1612 htmi I3 B 73 124 22 38 bookwoddstore com)  TCP 80
1622 =i 11258 731242256 workdstore TCP & 11
Search ool 1 70 remt Tem 2rd] ?smzzm
1643 search pho[160] erd hesd 208 731242258 pockwoddtore con]  TCP S0
1658 search pho{181) heml hemi 802B 73124 22 98 pockwoddstore com)  TCP 20
2, acbiaccad sascrh chall]bead el 2808 73 122 20 G4 Seanlwnddetocn soml  TCP 20

fdit View Go > Analyze

ADde mBARRE R &

Time urce

1615 1818.41486@ 73.124.22.98

1623 1818.433663 73.124.22.98
1624 1818.436974 73.124,22,98
1625 1818.437087 73.124.22.98
1628 1818.439331 73.124.22.98

Destination Protocol
111.224.258.131 TCP
111.224.256.131 TCP
111.224,250,131 HTTP
111.224.250.131 TCP
111.224.25@.131 TCP

Length

Destnation host
111224250191
1M22425010
1122625010
M1224 250101
111226250101
1M1.22425010
11122425010
111224280131
111224 250.031
M2242%0 11
11.224250 101
M22425010
1122425010
1M224250.10
111224250131
M 2242501
111224250131
1M.2242%000
11122625011
M223250 1N
11224250101
M2242%0 N
1122825011
1122425000
111224 250 121

() Case sersitve ExactPrva

M40 N
11122825011
111222360 171

Info
74 82 -+ 38848 [SYN,
66 80 + 38848 [ACK
842 HTTP/1.1 200 OK
66 80 -+ 38848 [FIN,
66 88 -+ 38848 [ACK

D.pott Protocol Tmestsmp Recor
TCP 38040 RepGethomal 20240315 120748 UTC  C:\Un
TCP 35046  HupGetNomal 20240315 120748 UTC  CAlls
TCP 38062  HipGetNommsl 20240315 120748 UTC  C\Uss
TCP 35092 HupGethomal 20240315 120748 UTC  Chlg
TCP 38076  MepGetNomsl 20240315 120748 UTC  C:\Us
TCP 33102 HupGetNoemal 0240315120748 UTC  C\Us
TCP 38116 RepGethomal 2024-03-15 120743 UTC  C\Un
TCP 33130 HupGethomal 20240315120748UTC Uy
TCP 38154  MitpGethoms 20240315 120748 UTC  C\Us
TCP 33180  HupGethoesal 202403151208 12UTC  C\Usy
TCP 54376 MtpGethomal 2024-03-151208:12UTC  C\Uss
TCP 54390 HupGethoemal 202403151202 12VTC  Ch\Us
TCP 54318 HitpGethomal 20240315 1208:12UTC  C:\Uss
TCP 54302 HupGethomal 240315 120812UTC  CA\Us
TCP 54324  MtpGethomal 2024-03-15 120812 UTC  C:\Usy
TCP 54526 HupGethomal 20240315120812UTC  C\Us
TCP 45608  MtpGetNomal 20240315 120833UTC  C\Usy
TCP 45514 RepGethicemal 20240315 120833UTC  Ch\lie
TCP 465466 HitpGetNommal 20240315 120857 UTC  C\Us
TCP 45463  HupGethomsy 20230315 120857UTC  ChUn
TCP 51360 MepGethomal 20240315 120332UTC  CA\Usy
TCP 51874 HepGethomal 20240315 120932UTC  C\Us
TCP 51286  MepGethomal 20240315 120922 UTC  C\Us
TCP 35228 HupGethomyl 20240315120540UTC  C\Us
TCP 38332 HitpGethoemal 20240315 120340 UTC  C:\Us
TCP 35348 Nomaad 2024031512070 UTC  C\Us
ICP 35388 MtpGethNomal 20240315 120857 UTC  C\Us
TCP 32356  HupGethNomy 20240315 120957UTC  ChUy
TCP 32262  HipGethNomal 20240315 120357 UTC  C)
TP AORAY  Heaload Maaand 20240318 1212 21 LITC_

ACK] Seq=0 Ack=1 Win=65163 Len=8 MSS=]
Seq=1 Ack=429 Win=64768 Len=8 TSval=3¢
(text/html)

ACK) Seq=777 Ack=429 Win=64768 Len=0 1
Seq=778 Ack=430 Win=64768 Len=0 TSval:



ET /search.php7search=book%27%20UNION20ALLI20SELECT%20NULL%2CCONCATH:280x7 17876627 1%:2CISON_ARRAYAGGH28CONCAT_WS%280x737667636360%
9 Cphone%2 %2C0x7176706a719%:29%20FROM%20bookworld_dblcustomers}-%20- HTTP/1.1
ache-Control: no-cach
User-Agent: sqgimap/1.8.3#stable (https://sqlmap.org)
Host: beokworldstore.com
ccept: */*
ccept-Encoding: gzip.deflate
Connection: close

HTTP/1.1 200 O
Date: Fri, 15 Mar 2024 12:09:39 GM
Server: Apache/2.4.52 (Ubuntu)

onnection: close
ontent-Type: text/html; charset=UTF-&|

<p>qxvbq([“123 Maple Streetzvgjckjohn.doe1234@gmail.comzvgjcklohnzvgjekSzvgjckDoezvgjck555-1234%, "456 Oak Avenuezvgjckjane.smith5678@gmail.comzvgjck/ane
gjck555-5678", “789 Pine Roadzvgjckemily.johnson91011@gmail.comzvajckEmilyzvgjck7zvgjckJohnsonzvajck555-2012%, “321 Birch Boulevardzvgjckmichael brown1213@
haelzvgjck8zvgjckBrownzvgjck555-34567, 654 Willow Wayzvgjcksarah.davis1415@gmail.comavgjckSarahzvgjckSzvgjckDaviszvgjck555-6789", "987 Cedar Stazvgjckwilliam
omzvgjckWilliamzvgjck10zvgjckWilsonzvgjck555-10117, “345 Spruce Ave.zvgjckjessica.moore1819@gmail.comzvgjcklessicazvgjck 1 1zvgjckMoorezvgjck555-1213", “678 P
ior2021@gmail.comzvgjckDavidzvgjek12zvgjckTaylorzvgjck555-1415%, “201 Maple Dr.zvgjckiinda.anderson2223@gmail comzvgjcklindazvgjck 13zvgjckAndersonzvgjckss
nezvgjckjames.thomas2425@gmail comzvgjckJameszvgjck 14zvgjckThomaszvgjck555- 18197 |qvpjq </p> <form action="search.php” method="get">
<input type="text" name="search" placeholder="Search for bocks...">
<input type="submit” value="Search">
</form>

Q6 @& Assessing the impact of the breach and data access is crucial, including the potential harm to
the organization's reputation. What's the table name containing the website users data?
Weight : 3 | Solved : 988 | Average Solve Time: 16min

customers P Submit

Q7: Kpupdg KatdaAoyog

Epwtnon: Kpugol katdAoyot uropel va elvat onueia un eEovolodotnuévng mpdoPaong. Moo lval to dvoua
TOU KATAAGYOU TTOU AVAKAAUE 0 ETITIOEUEVOG;

Oswpntiky Bdon: Directory traversal/brute-force (ATT&CK T1190) expetarAebetal misconfigurations.
Response 200 OK vs 404/403 Eexwp(leL emiTu)(EC.

Brjnata:
1. OWtpdpete HTTP requests amd attacker IP: http contains "admin" && http.response.code == 200.
2. Am6 SQLi, pd&te yia "admin" references.

EpyaAeia: Wireshark (HTTP Code Filter).



N tepstroam eq 644

Packet Ist v Narrow & Wide Case sersitive String | admin
Time Source Destimation Protoesl Length ~ Info

88647 2016.501678 111.224.250,131 73.124.22.98 TCP 66 32846 + 88 [ACK] Seq=1 Ack=1 Win=32128 Le:

88649 2016.504118 73.124,22.98 111.224.250.131 TCP 66 80 » 32846 [ACK] Seqel Acks248 Win=64856 |

88651 2016.505377 111.224.250,131 73.124.22.98 TP 66 32846 » 80 [ACK] Seq=348 Acks594 Win=3187:

88657 2816.5685@3 111.224.250.131 73.124.22.93 TP 66 32846 » 80 [ACK] Seq=1099 Ack=1626 Win=31%

88656 2021.521990¢ 111.224.250.131 73.124,22.98 TcP 66 32846 » 80 [FIN, ACK] Seq=10%% Ack=1626 Wi

88659 2021.523465 73.124.22.98 111.224.250.131 TP 66 B0 » 32846 [FIN, ACK] Seqe=1626 Ack=1109 Wi
- 88660 2821.526628 111.224.250.131 73.124.22.98 TP 66 32846 » 80 [ACK] Seq=1100 Ack=1627 Win=31%
- 88645 2016.500626 111.224.250.131 73.124.22.98 TCP 74 32846 » 80 [SYN] Seqe=@ Win=32120 Len=0 M5
4 88646 2016.500925 73,124,22.98 111.224,250.131 TCP 74 89 » 32846 [SYN, ACK] Seqe® Ackel Winw651€

88648 2016.503997 111.224.250.131 73.124.22.98 HTTP 413 GET /admin HTTP/1.1

88652 2816.511839 111.224.250.131 73.124.22.98 HTTP 414 GET /admin/ HTTP/1.1

88652 2016.516914 73.124,22.98 111.224.250.131 HTTP 450 HTTP/1.1 392 Found

88654 2016.519913 111.224.250.131 73.124.22.98 HTTP 469 GET /admin/login.php HTTP/1.1

88650 2016.504483 73.124.22.98 111.224.258.131 HTTP 659 HTTP/1.1 381 Moved Permanently (text/htm]

88655 2016.520221 73.124.22.98 111.224.250.131 HITP 704 HTTP/1.1 202 OK (text/html)

wvireshark - Follow TCP Stream (tcp.stream eq 644) - Weblnvestigation.pcap

ET /admin HTTP/1.1
Host: bookworldstore.com
User-Agent: Mozilla/5.0 (X17; Linux x86_64; rv;109.0) Gecko/20100101 Firefox/115.0
ccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*,q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Keep-Alive: timeout=5, max=100
onnection: Keep-Alive
ontent-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html> <head>

<title>301 Moved Permanently</title>

</head> <body>

<h1>Moved Permanently</h1>

<p>The document has moved <a href="http://bookworldstore.com/admin/">here</a>.</p>

GET /admin/ HTTP/1.1
Host: bookworldstore.com
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept: text/html,application/xhtml+xml,application/xml,q=0.9,image/avif,image/webp,*/*:q=0.8
Accept-Language: en-US,en;q=0.5
ccept-Encoding: gzip,
onnection: keep-alive,
Upgrade-Insecure-Requests: 1

HTTP/1.1 302 Found

Date: Fri, 15 Mar 2024 12:12:57 GMT|

Server: Apache/2.4.52 (Ubuntu

Set-Cookie: PHPSESSID=ae?mvmmf2krhirdkngnmio680a; path=
Sxpires: Thu, 19 Nov 1981 08:52:00 GMT




Q7 & The website directories hidden from the public could serve as an unauthorized access point or
contain sensitive functionalities not intended for public access. Can you provide name of the A
directory discovered by the attacker?

Weight : 3 | Solved : 1043 | Average Solve Time: 18min

[admin/ » Submit

Q8: MioTomonTIKA ZUvdeong
Epwtnon: MNola motonomntikd xpnotpomnonoe o emtiO€uevog yla login;

Oswpntik Bdon: Credential dumping (m.x. base64) &elyvel lateral movement. Decoders BonBouvv oe
obfuscation.

Brjpnata:
1. Xto Wireshark, emiAégte HTTP stream (Follow > HTTP Stream).
2. MNatrjote Up Arrow yla expansion.

3. Avtypayte encoded data (Tt.x. base64) Ko decode online (..
https://meyerweb.com/eric/tools/dencoder]).

EpyaAeia: Wireshark (Stream Follow), Online Decoder.

Lengih

1 73.12 bL] & in.php HTTR/1. ( icati ool

BEGTT 20609.E4T495 111224 258131 ?1.114.22. E58 POST /admin/login.php HTTPS1. [application/ x-wew
BBGE1 2073.BBATE4 111224 258,131 73.124.22.93 659 POST /admdn/login.php HTTP/1. {applicotion/x-wew

B569% 2394 305528 111.224.25@.131 73,124.22.93 561 POST Jadmdn/login.php HTTR/1. {applicationx=wew
BETST 1657.157173 111.224,350.131 73.124.12.98 1122 POST /admdnsindex.php HTTR/1. {application/x-php



https://meyerweb.com/eric/tools/dencoder/

ST fadmin/login.php HTTP/1.1
Aost: bookwaorldstore.com
‘User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0)
Accept: text/html.application/xhtml+xml.application/xml;g=0.9.image/avifimage/webp,*/*:q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 29
Origin: http://bookworldstore.com
[Connection: keep-alive
Referer: http://bookworldstore.com/admin/login.php
Cookie: PHPSESSID=ae7mvmmi2krhirdkngnmio680a
Upgrade-Insecure-Requests: 1

sername=admin&password=adminf{TTP/1.1 200 OK|

Date: Fri, ar sU24 1211310 v
Server: Apache/2.4.52 (Ubuntu)
Expires: Thu, 19 Nov 1981 08:52:00 GMT|
(Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache|

Content-Encoding: gzip|
Content-Length: 291
Keep-Alive: timeout=5, max=100
(Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

nvalid username or password.

<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title> Admin Login«</title>
</head>
<body>
<h2>Admin Login</h2>
<form action="" method="post">
Username: <input type="text" name="username" required> <br>
Password: <input type="password" name="password" required> <br>
<input type="submit" value="Login">
<fform>
</body>
fhtml>
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apiness They, 10 Mow 1981 BE5Z00 GMT

= aitrok no-Shore, Po-Cahe,
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ae fmemmf2kahirdkngn

URL Decoder/Encoder

username=admindpassword=adminl23/HTTP/1.1 382 Found

Decode || Encode

= Input a string of text and encode or decode 1t as vou like.
+ Handy for turning encoded JavaScript URLs from complete gibberish into readable gibberish.
» It vou'd like to have the URL Decoder'Encoder for offline use, just view source and save to your hard drive.



Q8 @& Knowing which credentials were used allows us to determine the extent of account compromise.
What's the credentials used by the attacker for logging in?

Weight : 3 | Solved : 1007 | Average Sclve Time: 3min

admin:admin123! » Submit

Q9: AvéBacua KakopovAov Script

Epwtnon: EAeyxog ywa mepattépw mtpdoPaon: Mowo lvat To dvopa tou KakdBovAov script Touv avéPace o
ETUTIOEUEVOG;

Otwpntiky Bdon: File upload vulnerabilities (CWE-434) odnyoUv oe€ persistence (webshells). AvdAuvon
streams amokaAUTTEL post-exploitation.

Brjnata:
1. Follow HTTP Stream yta upload requests.
2. Expand stream (Up Arrow) - Y d&te filename o€ multipart/form-data.

EpyaAeia: Wireshark (HTTP Stream).

Length
] 3 Jadadn/login.php HTTR/1. fix iod
BEGTT 2060 E47495 111,224 258,131 73.124.22 .98 G58 POST /admdn/login.php HTTP/1. [application/ x-wew
BE631 2073.8BETE4 111234 258.131 73.124.22.98 659 POST Jadmdn/login.php HTTR/1. {application, x=wew

BB6SY 2394 305536 111224250 131 73.124.22.93 B&1 POST Jadmdnslogin.php HTTRS1. [application.x=wew
98757 2687.157173 111.234,250.131 73.124,22.93 1122 POST Jfadmin/index.php HTTR/1.1 (application/x-php

09 @ We need to datermine if the attacker gained further access or control on our web server. What's
the name of the malicious seript uploaded by the attacker?

Weight : 3 | Solved : 1038 | Average Solve Time: 7min

NVriZvhp.php P Submit




ex.php HTTP/1.1

2pC

enUSenq=0

Length: 444

X

oworldstoee.
acToemm

236053

Exprres: Thay, 19 Now 1581 025200 GM1
Cache-Controk: no-store, no-cache, must-revalid

Show data as ASCH




